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Who am | ?

Andrew Thrift

Mikrotik Certified Consultant

Based in New Zealand

Using Mikrotik RouterOS since around 2002
Working in network security since 1999

Blog with Andrew Cox @ www.mikrotik-routeros.com



Agenda
* Attack Types

* Detecting attacks
* Securing your routers

* Protecting your network

* Question Time



Types of network based attacks

* Attacks on your routers
= Unauthorised logins
= Brute force attacks
= Denial Of Service

* Customer misuse
= Customers bypassing PPPoE server
= Rogue DHCP Servers

* Attacks on your networks (customers)
= Brute force attacks
= Denial Of Service



Detecting Attacks

Use Intrusion Detection System (IDS/IPS) software
= Snort/ Suricata
= Place behind your “border” protection
= Configure alerting

*Use Security Information Events Management (SIEM) software
= Sagan



What is an IDS/IPS

Intrusion Detection System
Inspects network traffic for “known threats”
|dentifies network threats using:

e Signatures

* Behavioural Analysis

* Heuristics
Ranks risk severity “Low, Medium, High”
Common IDS are Snort, Suricata, Bro-IDS

Intrusion Prevention System

= Same as an IDS, but is placed “Inline” and can take actions (drop/mark)
based on risk.



Detecting Attacks - Intrusion Detection System

The Internet

@ Border Router

Layer2 Mirror Port/Tap @ m

Intrustion Detection System
Snort/Suricata

Your Networks
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IDS/IPS - What is Suricata

Heard of Snort ?



IDS/IPS - Suricata

Suricata is like Snort, but is better:

Multi-threaded to scale better on Multi-Core, Multi-Processor systems

* More sane configuration

= (Can use existing Snort rule bases

= Fully supported by Emergingthreats.net standard and pro rule bases

* Has been demonstrated doing IPS at wire speed 25 Gigabit on Tilera
processors



What is a SIEM ?

Security Information & Events Management

Inspects log entries and correlates these to “known threats”
* |dentifies network threats using:

* Signatures

* Behavioural Analysis

* Heuristics
= Ranks risk severity “Low, Medium, High”

= Common SIEM are Sagan, OSSIM

* Generally require custom rules for RouterOS



SIEM - Sagan

Sagan is a log analyser:

= Analyses log traffic sent to it via Syslog
* Multi-threaded — Scales well on multi-core/multi-processor systems

*= Has flexible “rules” that can correlate multiple different events in to a
security event.

= Qutputs in Snort format allowing for easy integration



¢
Snorby

Provides a nice Web interface to analyse Suricata + Sagan results

Snorby “al Abast Swpiciy’

Dashboard My Queue (9) Events Sensors Search

Dashboard

LAST 24 TODAY YESTERDAY LASTWEEK THIS MONTH THIS QUARTER THIS YEAR

76 13590 62

HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY

Sensors

Event Count vs Time By Sensor & Sagan
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Intrusion Detection for the lazy

Ubuntu + Suricata + Snorby = SmoothSec

*Pre-Built “Appliance”

*\Works out of the box

*Available from http://bailey.st/blog/smooth-sec/
*Can apt-get install sagan for SIEM functionality ©


http://bailey.st/blog/smooth-sec/

What else can you do with an IPS ?

Accurately detect difficult protocols e.g.

BitTorrent (including DHT/Trackerless torrents)
Skype (Signalling and media)

Youtube (Native and embedded)

VolP (Signalling and media)

This can be done on standard and non-standard ports.

On match the IPS can change the DSCP tag. Your Mikrotik router can
then identify the traffic in mangle using the DSCP tag, and you can then
queue this traffic appropriately.



Protecting your routers

Mikrotik Routers have no security configured by default. There are NO
firewall policies, all services are accessible from everywhere. You need to
protect yourself or it is only a matter of time before your routers are
compromised.

How ?
*Disable unused services (WinBox, Telnet, SSH, WebMin)

sImplement “input” IP filters to:
= Restrict access to router management
= Minimise the impact of Denial of Service type attack

*Only allow management access within a dedicated Management VRF (RouterOS
6.x + New Routing package)



Protecting your routers - Disabling unused services

Disabling the services you do not use  [EEEaE

is easy, and once disable these can ][]
not be attaCked . |N:r2;i i |F'-:urt — Arallable From Certificate ”"l"
o @it 21
@ zzh 22
. . . b @ te.lnet 23
To disable IP services, simply go to: |8 vinbox a2t
# @ -l 443 rihe

IP = Services in Winbox and disable
the services you do not need.

7 itemz




Protecting your routers - IP Filtering

Create “input” policies, accepting the protocols you need. E.g. Winbox, SSH, BGP,
OSPF, MPLS LDP, PPTP, DNS. Be specific in your policies, only allow these
protocols to enter via a specific interface, or use “Address Lists” to limit these to

originate from a group of your subnets.

Firewall

Filter Rules | MAT | Mangle Service Portz Connections  Address Liste  Layer? Protocolz
IEHE' @ | i~ Reset Counters || 00 Reset All Counters |
# | |.-i'-.|:ti|:|n |Ehain |Sr|:. Address |D$t. Address |F'ru3tu:u:u:u| |Sr|:. Fort |D$t. Puart |In. Inter...lEIut. Int... |Sr|:. Address List |B_I,Ites |F'ac:kets |Eu:umment |
1] & jump inpLt 1 [icmp] 190.2 MiB 5478999 Accept ICMP requ...
1 3 drop inpLtk 3300.4 KiB 63 409 Drop lrvealid
2 wf accept input E4.4 GIE 3001 BES ... Accept Established
3 «f accept inpLtk AhAGIE BOZ 988 ... Accept Related
4 «f accept inpLtk 17 [udp) B4E Backbone 2705 MiB 4574 652 Accept LDP fram ...
a «f accept inpLtk G [tcp] B4E Backbone 2940 B 43 Accept LDP from ...
B «f accept inpLtk 39 [ozpf) Backbone 170.4 MiB 2475 852 Accept OSPF from...
7 «f accept inpLtk 17 [udp) AE7a Backbone 105.0 MiB 913 644 Accept Meighbor ...
a «f accept inpLtk 17 [udp) 123 Backbone 107.7 MiB 1485 526 Accept NTP traffic...
9 wf accept input E [tcp) 174 Backbone 0e 0 Accept BGP from ...
10 «f accept inpLtk 17 [udp) 2000-2020  2250-2270 Backbone 975.6 KiB BEE Accept BT est from...
11 «f accept inpLtk 17 [udp) a3 Qur Prefises 196E.3 KiB 28 084 Accept DMS queri...
12 «F accept input 17 [udp) 53 S ervices 77 MIB 1202 033 Accept DMS quer...
13 «f accept inpLtk G [top] 329 B ackbone 156 B 3 Accept WinBox tra...
14 «f accept inpLtk 13.203.25... G [top] 174 etherl 43 B 1 Accept BGP fraom ...
15 «f accept inpLtk 13.203.25... G [top] 174 ether? 43 B 1 Accept BGP fraom ...
16 of accept L 10.0.0.048 G [tep) 22 2401 MiB 5218 927 Accept SSH traffic...
17 = «f accept inpLE E [tep] 2291 ne 0 TEMP Allows WwiinB ...
18 «f accept inpLtk G [top] 329 Truzted_Admin 158 KB 324 Accept WinBow tra...
19 «f accept input G [tep) 1723 etherl BE.2 KiB 1129 Accept PPTP fram. .
20 «f accept inpLtk G [top] 1723 ether? 2692 B 53 Accept PPTP from...
215 4 log inpLE ne 0| Log EVERYTHIM. ..
22 3 drop inpLE 20785 MIB 14 450 062 Drop EVERYTHIM. ..
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Protecting your routers - Common Services

Winbox TCP 8291

SSH TCP 22

Telnet TCP 23

Webmin TCP 80 and TCP 443
OSPF OSPF (Protocol 89)
BGP TCP 179

MPLS LDP TCP 646 and UDP 646
Neighbor Discovery UDP 5678

Btest UDP 2250-2270



Protecting your network

As well as protecting your routers from attack, you may want to protect
your clients from attacks such as:

*Distributed Denial of Service (DDoS)
*Brute Force
*|CMP flooding

And your network from:

Unauthorised transit
eCustomer misuse



Protecting your network - ICMP (Ping) Flooding

This example shows the limiting of ICMP traffic. This works by allowing the
various types of ICMP traffic at a rate of up to 5 packets a second.

If ICMP traffic exceeds this, then it will be dropped.

NOTE: This policy will need tuning if you are using it in your “forward”
chain.

This policy can be used as-is, for protecting your router in the “input” chain.

Jip firewall filter
add chain=forward protocol=icmp action=jump jump-target=ICMP comment="jump to chain ICMP" disabled=no h Send ICMP traffic to the "ICMP" chain

add chain=ICMP protocol=icmp icmp-options=0:0-255 Timit=5,5 action=accept comment="0:0 and limit for S5pac/s" disabled=no

add chain=ICMP protocol=icmp icmp-options=3:3 1imit=5,5 action=accept comment="3:3 and 1limit for S5Spac/s" disabled=no

add chain=ICMP protocol=icmp icmp-options=3:4 1imit=5,5 action=accept comment="3:4 and limit for 5pac/s" disabled=no h Allow ICMP up to 5 packets a second
add chain=ICMP protocol=icmp icmp-options=8:0-255 1imit=5,5 action=accept comment="8:0 and 1limit for S5Spac/s" disabled=no

add chain=ICMP protocol=icmp icmp-options=11:0-255 Timit=5,5 action=accept comment="11:0 and Timit for 5pac/s" disabled=no

add chain=ICMP protocol=icmp action=drop comment="Drop everything else" disahled=no b Drop any remaining ICMP traffic



Protecting your network — SSH bruteforce

This example shows protecting your customers from SSH brute force
attacks.

It works by adding the Source IP of the party originating the SSH session
to an address list, if this Source party starts another SSH session within a
1 minute timeframe it escalates it up to the next level of address list. If the
source party continues to create new SSH sessions, they will be escalated
to the “ssh_blacklist” and will not be able to create SSH sessions for 10
days.

Jip firewall filter

add chain=forward protocol=tcp dst-port=22 src-address-Tist=ssh_blacklist action=drop % h Drop's traffic from any IP in the "ssh_blacklist"
comment="drop ssh brute forcers" disabled=no -

add chain=forward protocol=tcp dst-port=22 connection-state=new If the IP is in "ssh_stage3" and this is a new connection,
src-address-Tist=ssh_stage3 action=add-src-to-address-Tist address-Tist=ssh_blacklist % h . . B
address-1ist-timeout=10d comment="" disabled=no add the IP to "ssh_blacklist" with a 10 day timeout

add chain=forward protocol=tcp dst-port=22 connection-state=new \ If the IP is in "ssh_stage2" and this is a new connection,
src-address-list=ssh_stage? action=add-src-to-address-1ist address-list=ssh_stage3 " h " "

address-1ist-timeout=1m comment="" disabled=no add the IP to "ssh_stage3

If the IP is in "ssh_stagel" and this is a new

add chain=forward protocol=tcp dst-port=22 connection-state=new src-address-list=ssh_stagel *

action=add-src-to-address-Tlist address-list=ssh_stage? address-list-timeout=lm comment="" disabled=no connection, add the IP to "ssh_stage2"

add chain=forward protocol=tcp dst-port=22 connection-state=new action=add-src-to-address-Tist % Add the IP of SSH src to "ssh_stagel" address
address-Tist=ssh_stagel address-Tist-timeout=lm comment="" dfisabled=no

list if the connection is new

These same techniques can be used for numerous other protocols.
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What is unauthorised transit ?

Unauthorised transit is when
another party uses your
routers to provide transit.

The Internet

;\ Your Providers Router

Unauthorised
Transit

This is common on Internet
Exchanges. Your routers will
trust the 3 party as their
prefixes will have been
received from the trusted IX, internedExchange
the 3rd party will then route RoutelServer
traffic via your router which
will route it to one of your
transit providers.

BGP

Internet

Your Border Router
Exchange

BGP

The 3" party could now be
getting internet bandwidth via

your network, at your cost.
Malicious/Misconfigured
Router



Detecting unauthorised transit

This can be done by increasing “visibility” in to your network.
*Use torch on egress port
*Use sflow + analytics software (NTOP/Scruitinizer/Solar Winds)

Look for Source addresses that are not within your IP ranges



Preventing unauthorised transit

This can be prevented by restricting L3 forwarding, and controlling
your BGP advertisements.

Restrict Layer3 transit (routing) of any networks that are NOT our own
Create an address list containing your subnets

Filter Rules  MNAT Mangle Service Ports  Connections  Address Lists |Layer? Protocols

[#][=] [][=] =] [7]

| MName £ |Mdress |
@ Cur-Nets 11431 12.0/22

Create 4 IP filter policies
Accept traffic originating from our subnets, to our subnets

| # | |Actior1 |Chain |Src.Address |D5t.Mdress |Promco| |Src. Port |D5t. Port |In. Interface |0Lrt. Irrterface|5rc.ﬂddress List |Dst.Address List |B)'tes |PEIGkE.15 |Con1n'|ent
D) wFaccept  forward Qur-Nets Our-Nets 3363 MiB 2353 131 Our Networks<—>0ur Networks

Accenpt traffic originatina from our subnets to the Internet

# | |Action |Chair1 |Src. Address |Dst. Address |Protocol |Src. Port |D3t. Port |Ir1. Interface Out. Interface |Srr.:. Address List | Dst. Address List |Eyles Packets  [Comment
12 of accept forwand ellvi2i Cur-MNets 28.7GiB 103 529 ... Our Networks —= FX National

Accept traffic from the Internet to our subnets

H | |P¢:tior1 |Chair1 |Src.ﬁddress |D5t.Address |Pro‘toco| |Src. Port |D5t. Port |Ir'|. Interface Out. Interface | Src. Address List | Dst. Address List |Eytes Packets  |Comment 4
13 «f accept  forward ellv3zil Our-Mets 364 GiB 145963 .. FX National —» Our Networks

Drop all other traffic attempting to forward

H# | |ﬁction |Chair1 |Src.:‘\ddress |Dst.Address |F‘romcol |Src. Port |Dst. Port |In. Interface Out. Interface | Src. Address List  |Dst. Address List |Bytes Packets  |Commert 4
24 3 drop forward 24746 KB 45 551




Preventing unauthorised transit

Do NOT advertise prefixes that are NOT your own to upstream BGP peers

Create filter for your upstream peer(s)
- Accept your subnets
- Discard everything else

g | = % O T

H Chain Prefix Prefic Length | Protocol BGF AS Path | Action
0 as 9503 out 114.31.212.0/°24 accept
1 as 95030t 114.31.213.0/24 accept
2 as5h03out 114.31. 214.0/24 accept
3 as3503out 114.31.215.0/24 accept
4 X as5503-out log
L] as3503-out discard



BOGON Filtering

A BOGON is a Bogus IP address.

BOGON lists contain ranges of IP addresses that are known to
have not been allocated by the Regional Internet Registries
(APNIC) for use.

These are often used for malicious purposes

BOGON lists can be used on Border Routers as a first line of
defence, and can reduce the effect of DOS attacks as well as
Incoming spam and network scans.

As Regional Internet Registry allocations are constantly
changing, BOGON lists should not be static



Using Team CYMRU BOGON BGP feed

1. Request a CYMRU BGP peering session, see www.team-cymru.org

2. Configure your Mikrotik router to peer with Team CYMRU AS65332 (use a loopback!)

3. Configure a routing filter to turn all routes received from CYMRU community 65332:888 in
to Black Hole routes

BGP Peer <AS65332-cymnufullbogons1> Route Fitter <> Route Filter <> Route Fitter <>
Genersl | Advanced | Status Matchers | BGP  Actions BGP Actions Matchers BGF | Actions BGP Actions Matchers BGP Actions | BGP Actions
Nme: ST Crn: SR . BGP AS Path: | v Acton. T |+
instance: |defaut < Prefix: ~ | BGPAS Path Length - TR
Remote Address: |38.229.66.20
Prefix Length: hd BGP Weight hd Set Distance -
Remote Port: -
Match Chain: - BGP Local Pref - Set Scope hd
Remote AS: 65332
TCF MD5 Key: [~ ~ Protocaol: A BGF MED hd Set Target Scope -
Nexthop Choice: |defautt E Distance: - BGP Atomic Aggregate - Set Pref. Source -
| Muttihop Scope: - BGP Origin - Set In Nesthop ¥
Route Reflect "
Target Scope: - Locally Originated BGP - Set In Nexthop Direct -
Hold Time: | 180 s Pref. Source: - 4 BGP Communties Set Out Nexthop -
Keepalive Time: N BGP Communities: 63332888 ¥ |2
Routing Mark: hd T Set Routing Mark -
TTL: |255 +* Invert BGP Communties
- Set Route Comment h
Ma Prefix Lt - Route Comment:
Max Prefic Restart Time: - Route Tag: hd Set Check Gateway: -
Route Targets: = Set Disabled hd
In Fiter: |as65332-cymmu4in ¥
Invert Route Targets Set Type: |blackhole ¥ |~
Out Filter: |as65332-cymmu-out ¥ Ste O Origi "
e rigin: -
AlowAS In: - S — Set Route Tag -
Invert Site rigin
Remove Frivate AS o s 2 Set Uze TE Nexthop -
) ress Family: -
AS Overide Y ¥~ Set Route Targets
OS5PF Type: hd
Defaut Orginate: [never s b - Append Route Targsts
. w - Set Site Of Origin
= Invert Match - IPvE
Use BFD v
enabled established enabled enabled enabled



http://www.team-cymru.org/

sSuccess

4896 BOGON Subnets will now be blocked at the Border of our networks
e -]

Routes ‘Neﬂhups Rules VRF

[#][=] [«][=] =] [ e [ |5

|Blackhnle ||$| |i5 ||$| |-_.res ||3| E
|Active |# ] lis [[#] lyes [=] [+][=]

|Dst.ﬁ|.c|dress i |Gatewa'_.r Distance |HOLrtir1g Mark |F‘ref. Source |
DABE P 0.0.0.0/8

DALE P 10.0.0.0/8
DALE P 14.1.96.0/19
DADE = 14.102.160.0/...
DALE P+ 14.192.0.015
DARE P+ 23.72.0.013
DALE P+ 23.20.0.012
DARE P 23.56.0.0411
DAbE 231280075
DABE 2430224019
DALE P+ 24.41.96.0/15
DALE P+ 24.50.32.01%
DALE - 24.50.160.0/19
DALE = 24.51.0.019
DALE P 24.51.224.0419
DAbE P+ 24.53.80.0/20
DALE P+ 24.53.96.015
DAbE P 24.53.152.0415
DAbE 245464015
DAbE P 245500418
DABE =24 55.128.0/19

4896 items out of 24674

D = Dynamic, A = Active, b = BGP, B = Blackhole

B NEEEEEENEEEEEENEEE




Preventing Customer Misuse - PPPOE filtering

When backhauling PPPoE to a central concentrator via VPLS/EolP, you
can prevent customers from creating their own networks by using Bridge
Filters

*Use Admin-Mac to create a static MAC on the bridge on PPPoE concentrator

Interface <bridge-FCT_PPPoE:>

General |STP Status  Traffic oK
(=l llbridge-FCT_PPPoE|

Torch

Cancel
Type: |Bridge | Apply
= | =]
MAC Address: |02:3E:F7:63:3E:8A |
ARP: |enabled [#]
Admin. MAC Address: |02:BE:F7:63:3E:8A |

*Bridge Filter config on router closest to customer
ese |

Bridge Ports Fitters |NP«T Hosts

E‘E .. . . |3: Reset Counters ||uu Reset All Counters |

|Chain |Interfaces... Interfaces/Out. Interface | Src. MAC Address...| Dst. MAC Address/D...|[MAC Protocol fhex) | Action |Bytes Packets
ﬂ E=forward vpls1 8863 (pppoe-discovery) accept 872 173
1 Fforward  wpls1 8863 [pppoe-discovery) accept 16 568 442
2 FZforward vplsi 02:8E:F7:63:3E:8A 8864 [pppoe-session) accept 774421 306 516 1054 242 926
3 F&forward  wplsl 02:8E:F7-63:3E:84 8864 [pppoe-session) accept 543064 170 574 960 325 280
4 Fforward drop 76 074 571 281547
|

Allow pppoe-discovery to ALL destinations
= Allow pppoe-session ONLY to PPPoE Server
= DRORP all other traffic



Preventing Customer Misuse - Rogue DHCP Servers

When operating a DHCP based network, it is common to encounter
customers who run a DHCP server on their public facing interface. These
are called “Rogue” DHCP servers, and can cause outages to other
customers by hijacking their DHCP request and responding with settings
that differ to your own DHCP server.

Luckily, this is easy to fix using Bridge Filters

*Accept Input of DHCP requests
*Accept Output of DHCP responses

*Drop forwarding of all DHCP packets



Questions ?



Stay Secure!

« Comments and feedback: andrew@networklabs.co.nz

* Recommended Reading:
= wiki.mikrotik.com

* Links:
= Suricata — http://www.openinfosecfoundation.org/
= Sagan - http://sagan.quadrantsec.com/
"= OSSIM - http://communities.alienvault.com/community/
= Team CYMRU - http://www.team-cymru.org/Services/Bogons/

= Tilera/Suricata -
http://www.tilera.com/about_tilera/press-releases/tilera%E2%80%99s-tile-gx-delivers.

* Trying to identify P2P / Media? — Email me andrew@networklabs.co.nz


mailto:andrew@networklabs.co.nz
http://www.openinfosecfoundation.org/
http://sagan.quadrantsec.com/
http://communities.alienvault.com/community/
http://www.team-cymru.org/Services/Bogons/
http://www.tilera.com/about_tilera/press-releases/tilera%E2%80%99s-tile-gx-delivers-25-gbps-suricata-ipsids-solution-industry%E2%80%99s-hi
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